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Appendix: Appendix A - BriefCam Consultation Insights

Purpose

To provide the Policing Performance Committee sight of the proposal to pilot
use of BriefCam video analytics software via jointly owned and operated
public space CCTV. The proposal was subject to public consultation with
findings provided at Appendix A for member information.

Recommendation
For Discussion

Strategic Alignment

Strategic The proposal supports the Police Scotland (PS) 2030 Vision

outcome(s) for Safer Communities, Less Crime, and a Thriving
Workforce.

Risk Risks relating to privacy, algorithmic accuracy, and public

alignment confidence will be managed through existing governance

including DPIA, legal and ethical review and ongoing
performance monitoring.

Prior BriefCam proposals were subject to our rigorous Rights
governance Based Pathway, which includes:

- PS Strategic Data & Asset Owner approval
- Data Ethics Triaging

- Data Ethics Oversight Group Scrutiny

- Public consultation

Stakeholder | The Scottish Biometrics Commissioner fully sighted with no
engagement | immediate concerns re object matching and public
consultation provided the mechanism for wider stakeholder
views on the proposed pilot.
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Implications

Community Data & Privacy Environmental
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1 Report Detail

1.1
1.2

1.3

1.4

1.5

1.6

1.7

Background

This report details the proposed pilot implementation of BriefCam video
analytics software on the Public Space CCTV system at Marischal
College, Aberdeen. BriefCam will facilitate accelerated searching of
recorded data to improve efficiencies, via use of ‘object’ matching, for
crime prevention, detection, protection of life and potentially counter
terrorism purposes.

In 2020, Aberdeen City Council and Police Scotland (PS) moved to a
joint operating CCTV model. BriefCam, was jointly procured at that time
and is used by Aberdeen City Council, however, is not currently
operated by PS. A review highlighted previous PS use. Use by Police
Scotland has now been paused, to allow sufficient governance and
review of BriefCam. PS can still make requests for assistance to council
staff, who may choose to use this software in line with their own policy
and procedures.

Object recognition technology is explicitly different from facial
recognition technology. It is designed to identify and can classify objects
such as vehicles, clothing, unattended items, as well as people (male,
female, or child) without verifying an individual’s identity. Unlike facial
recognition, object recognition does not analyse or compare biometric
facial features to establish who a person is and as such, it serves a
different operational purpose whilst continuing to support public safety.

Object recognition is used by other UK law Enforcement agencies,
councils and other relevant bodes throughout the UK. Whilst BriefCam
also has Facial recognition capabilities, the proposal excludes any use by
PS, with activation and access restricted to trained software engineers.

Proposal

BriefCam uses algorithms to search based on information entered by the
operator, assisting operators to review large volumes of video data over
multiple streams. BriefCam will signpost operators to object matches for
subsequent operator review and consideration and will significantly
reduce resource operator resources, especially as part of large-scale
investigations that require multiple video streams. The capability has
the potential to support faster identification of relevant footage, improve
investigative productivity and efficiency, strengthen operational decision
making and reduce the burden of manual CCTV review on officers and
staff.

Following a robust governance period, including a full review of
BriefCam via our Rights Based Pathway, a dedicated review by the PS
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Data Ethics and Oversight Group and subsequent stakeholder and public
consultation, it is proposed PS carry out a 3-month ‘Proof of Concept’
pilot in A Division to assess BriefCam usage, capabilities, the potential
benefits for policing and suitability for national roll out. The ‘Proof of
Concept’ will evaluate whether BriefCam video analytics software can
enhance Police Scotland’s ability to make effective, proportionate, and
ethical use of existing CCTV material. BriefCam will not be available to
users outside of the Proof of Concept.

A robust impact evaluation process will be implemented during the 3-
month pilot period and the findings presented to PS senior leadership
team, DEOG and the SPA.

The proposed evaluation process will provide a structured, evidence-led
assessment of the impact, implementation and value of BriefCam,
aligned to Police Scotland’s corporate evaluation model (currently in
development) and wider expectations for responsible technology
deployment. It will assess measurable outcomes such as investigative
speed, case progression, and evidence quality, alongside a process
evaluation examining fidelity, barriers, enablers, training and workflow
integration. A cost and productivity assessment will identify potential for
time savings, resource displacement and avoided costs. The evaluation
will also include a strengthened risk, ethics and stakeholder component,
incorporating consultation with relevant third-party organisations,
community representatives and groups who may be affected by the use
of video analytics technology. This engagement will help assess
proportionality, fairness, data-protection and public confidence.

Evaluation methods will combine quantitative case data with qualitative
feedback from operators, officers and external stakeholders, drawing on
case files, video review logs, system analytics, surveys, interviews and
structured engagement sessions. Baseline or comparison data will be
used where available, and limitations such as data completeness and
operational variability will be clearly acknowledged. Findings will be
reported through the agreed corporate structure, providing the SPA with
a transparent, proportionate and credible account of impact, learning
and recommendations for future governance.

The evaluation will report on:

« The potential for false negatives (objects that are not detected).
« The impact of poor lighting/weather conditions on accuracy.
« Any further observations in relation to the limitations identified during

initial testing (e.g. errors in the classification of different genders, object
colours, etc.)
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Following an evaluation of this ‘proof of concept,’ a decision will be
made as to whether BriefCam will be made available across Police
Scotland.

If approved for implementation nationally, BriefCam will form part of the
planned PS Facial & Object Matching policy, to be governed by a new
(multi-agency) strategic Facial & Object Matching Steering Group.

Case Examples:

Cumbria Police — Murder

A Murder in Cumbria resulted in the enquiry team requiring footage
from Penrith to ascertain if the victim’s car had or had not travelled
through the town centre. This required 250 hours of footage to be
reviewed. The footage was run through BriefCam with a ‘vehicle filter’
only initially — no specifics in terms of colour, type etc and was analysed
in 1 hour 50 minutes providing a return of 450,000 vehicles passing
through Penrith in this time-period on multiple cameras.

Further filtering and review of signposted results were thereafter
commenced which concluded the victim’s vehicle had not passed
through the area. This was corroborated using Number Plate
Recognition Software and this line of enquiry closed with no further
work. Should Officers have been required to review all 250 hours this
would have required Officers to review at maximum view rate of x1
speed and therefore a minimum of 250 hours however it would be
anticipated view time could be closer to 400 hours given the need to
slow footage and ‘review’ multiple times.

Police Scotland (Supported by Cumbria) - High Risk Missing
Person

Police Scotland were investigating a high-risk missing person (MP)
which resulted in PS officer identifying the MP had boarded a train to
Carlisle carrying a distinctive bag. This footage was obtained 9 days into
the enquiry. A request was submitted to Cumbria to review footage
from time of boarding train to current time. Utilising BriefCam, filters
were applied and the movements of the MP were established, including
purchasing a mobile phone handset. This information was used to trace
the MP in Exeter the following day. Cumbria confirmed if they did not
use BriefCam for this incident, they would have rejected the request due
to the manual resources required.

Public Consultation

Between March and May 2024, recommended by Insight & Engagement
in accordance with the Rights Based Pathway, the proposal was subject
to Public Consultation and Engagement. This activity was supported by

5
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Corporate Communications with the survey hosted on Police Scotland’s
Engagement Hub.

In total it received responses from 141 current or former Police Scotland
employees, and 1,228 members of the public. The results of the survey
showed mixed positive and negative views, with most respondents
agreeing that there should be clear policies and procedures in place for
the usage of this technology. A summary of the public consultation
exercise is available in Appendix A.

In consultation with Strategy, Insight and Engagement, it is their view
that requirement for a further Public Consultation is not deemed
necessary as it is deemed there is no significant demographic change.
Any consultation would use the same technique to poll or engage with
no anticipated material change in public perception.

Partner Consultation

Northeast Division have engaged with Chief Social Work leads within
Aberdeen City and briefing around the use and functionality of BriefCam
will be provided to Senior Social Work leads with feedback incorporated
into the wider evaluation process during the proof-of-concept period.

In addition, further briefings will be provided to the NHS Chief Officer of
‘Aberdeen Health and Social Care Partnership’ and both Adult and Child
Protection Committees in Aberdeen during August and September 2026
respectively to ensure awareness. Such committees are attended by and
feature representation from Social Work, Police Scotland, Health,
Education, Children’s Hearings, Housing and the Third Sector. They
meet several times a year and provide the governance for all multi
agency aspects of Child and adult Protection across Aberdeen City.
Avenues to provide feedback to inform the evaluation during Proof of
Concept will be provided at these briefings.
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Strategic alignment detail

Strategic alignment to strategic police plan and other key
enabling strategies.

Strategic The proposed ‘Proof of Concept’ is directly aligned to
outcome(s) |our 2030 Vision of Safer Communities, Less Crime,
Supported Victims, and a Thriving Workforce.

Safer Communities- The pilot will assess whether video analytics can
improve situational awareness and support more timely responses to
threat, risk, and harm. This will be relevant to missing persons, serious
crime, public order, major events, vulnerability related incidents, and
community safety locations where CCTV material forms part of the
operational picture.

Less Crime - The pilot will examine whether the technology can
support prevention, detection, and disruption by improving the speed
and quality of CCTV review, identifying investigative opportunities, and
assisting analysis of repeat locations, patterns, and behaviours.

Supported Victims - Faster and more effective review of CCTV
material will reduce investigative delay, improve the quality and
timeliness of victim updates, strengthen evidential opportunities, and
contribute to a more responsive and victim centred service.

Thriving Workforce - The trial will assess whether BriefCam can
reduce repetitive manual review demand, improve investigative
efficiency and allow officers and staff to focus their professional
judgement on higher value activity.

Alignment to risk register and risk appetite

Risk Risks relating to privacy, algorithmic accuracy, and
alignment public confidence will be managed through existing
governance including DPIA, legal and ethical review

and ongoing performance monitoring.

The proposed object recognition capability aligns with Police Scotland’s
approach to managing strategic and operational risk by enhancing
investigative and operational effectiveness whilst maintaining
appropriate safeguards. The technology is intended to support, rather
than replace, operational decision making, with officers retaining
responsibility for all decisions and actions.
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2.8 Prior governance

Prior BriefCam proposals were subject to our rigorous Rights
governance Based Pathways, which includes:

- PS Strategic Data & Asset Owner approval
- Data Ethics Triaging

- Data Ethics Oversight Group Scrutiny

- Public consultation

2.9 In August 2023, a Data Ethics Triage was completed for BriefCam,
which concluded that due to the novelty of the technology in UK Policing
and the lack of evidence around the accuracy of the algorithms used by
the tool, it would benefit from further scrutiny through the Right Based
Pathway.

2.10 In May 2025, BriefCam was referred to Police Scotland’s newly
established Data Ethics Oversight Group (DEOG). Members discussed
potential concerns around the accuracy of the BriefCam technology, and
the results of internal testing were shared.

2.11 Testing involved a sample of 180 minutes of recorded CCTV footage.
Data was collected through filtering the objects detected by BriefCam
for each category and observing the number of non-accurate results
displayed based on the interpretation of a human reviewer. The total
number of errors was converted to an average percentage of 88%
overall accuracy.

2.12 The DEOG concluded with a recommendation for a 3-month pilot of
BriefCam within PS A Division, supported by the PS Asset & Data
Owner.

2.13 Stakeholder engagement

Stakeholder | The Scottish Biometrics Commissioner fully sighted
engagement | with no immediate concerns re object matching and
public consultation provided the mechanism for wider
stakeholder views on the proposed pilot.

2.14 The Scottish Biometrics Commissioner is aware of the proposal and has
confirmed that the use of BriefCam in object recognition mode does not
give rise to any current concerns. Any future proposal to extend the
capability to include the processing of images or recordings of persons for
identification purposes, which would fall within the scope of the Scottish
Biometrics Commissioner’'s Code of Practice, will require further
consideration.
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Implications detail

Community v | Data & Privacy v | Environmental
Equalities & | Financial Health, Safety &
Human Rights Wellbeing

Legal v | Workforce 4

Community — There is anticipated community benefits of the BriefCam
pilot to assist detect serious crime, searching for objects linked to missing
persons, public order, major events, vulnerability related incidents, and
community safety locations where CCTV material forms part of the
operational picture.

Data and Privacy - There are data and privacy implications however these
are aligned to existing mechanisms used for police use of CCTV. Video
material may contain personal data relating to victims, witnesses,
suspects, officers, staff, and members of the public.

Financial - There are no additional cost implications out with the existing
software contract cost.

Legal - Use of CCTV falls within the scope of the statutory the Scottish
Biometrics Commissioner’s Code of Practice.

Workforce — The use of BriefCam will accelerate the speed officers can
review footage, providing a faster service to victims. It will reduce the
demand on frontline policing enquiries by reducing the amount of footage
requiring reviewed.

Equalities and Human Rights —_An SPA Equality and Human Rights Impact
Assessment has been conducted with the decision being that the project
can proceed without adjustments as no potential for unlawful
discrimination / adverse impact on equality duty or interference with
human rights has been identified.
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CCTV object recognition software can be used to search recorded or live CCTV imagery for objects to enhance
policing services in an effort to provide an effective and efficient service to the public.

We are exploring how Police Scotland can utilise CCTV object recognition to increase safety and support us in
responding to threat, risk and harm in our communities. This proposal does not include any facial matching or
facial recognition technology, only a capability to search for objects (including people) by description.

CCTV object recognition can be used on our existing public space CCTV cameras on both live and recorded
feeds. This means our colleagues can search CCTV when an incident is still in progress (for example active
enquiries to identify a vulnerable missing person or when a vehicle is being driven by a driver suspected to be
under the influence of drugs or alcohol). Retrospective searches can be carried out on recorded feeds to search
for specific vehicles, objects or people (but only by their description, not searching or using facial imagery).

Searching CCTV to support police investigations is ordinarily carried out manually and can be time consuming and
open to human error. Using CCTV object recognition software can reduce the time burden on our people by having
the ability to respond to search commands specifying certain search terms, for example 'child with red jacket' or
‘blue van.’

Although we expect CCTV object recognition software to make us more efficient when reviewing CCTV images,
any ‘matches’ identified by the software will always be double checked and all decisions about police action will be
made by humans, as they are now.
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Purpose
The aim of the survey is to understand public and colleague opinions, feedback and any concerns on the introduction of
CCTV object recognition within Policing in Scotland. This research aligns with our broader

, ensuring that we build trust and confidence in Police Scotland.

Police Scotland is committed to ensuring that communities and partners are engaged, involved and have confidence in
policing (Joint Strategy for Policing: Outcome 3).

Engagement on the topic of Enhanced CCTV Technology was designed to ensure ethical and privacy considerations underpin
future widespread use of the technology by policing in Scotland. This builds on the good practice of prior engagement
regarding the use of BWV. Meaningful engagement with the public has ensured that our values and ethics, policing by
consent, and a commitment to upholding and protecting human rights are central to designing an effective code of practice
and guidelines.

A survey was live on our Public Engagement Hub (Citizen Space) from 14th March to 2nd May 2024 with a total of 1,369 total
responses (141 current or former Police Scotland colleagues and 1,228 members of the public*).

Objectives

To capture public attitudes and response to Enhanced CCTV Technology regarding:
« impact on individuals, communities, police officers and staff;

» perceived benefits and concerns

« Enablers of approval. *See slide 23-24 for demographics
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Survey responses from colleagues, either current or former Police Scotland employees, shared their views on the enhanced
CCTV technology:

Positive comments

» Generally positive comments across colleague responses for the introduction for enhanced CCTV technology

» Colleagues feel this new technology would be highly beneficial in reducing demand and helping with workload level

« Itis important to share accurate information but also ‘positive stories’ and highlight the benefits of the system to alleviate
any concerns raised by the public.

Concerns and points for consideration

« Colleagues highlighted that it is important there is clear communication throughout the process and more in-depth
engagement should be carried out, with the public and colleagues, prior to the introduction of the system

* In-depth training should be rolled out to ensure that colleagues are well trained with using the system and understand key
limitations to using the software

« Emphasised that while this additional technology is beneficial and will be a major help to current officers by reducing
demand, it is important that we don’t become too reliant on this system and still carry out manual checks

« For example — colleagues raised the potential issue that descriptions from eyewitnesses can sometimes be unreliable but
also clothing can change etc.

« Concerns were also raised that the introduction of this system could further damage the relationship between police and
the public

« Concerns that the introduction of the enhanced system will be a reason to cut jobs.

OFFICIAL: POLICE & PARTNERS



OFFICIAL: POLICE & PARTNERS

Summary of key insights | public responses {ﬁi} e

AR

POILEAS ALBA

Members of the public shared their views on the potential introduction of enhanced CCTV technology:

General comments

« Many people shared positive views on this software and are happy with this being introduced

« Emphasised that there should be clear policies and procedures in place for the usage of the software

- Some people commented that it would be beneficial for local officers to share information about the software at community
meetings.

Perceived benefits

« Many people shared that this software would be extremely beneficial in helping to keep communities safe

« Comments highlighted that there is an understanding that this software will be a great help for police to protect
communities and vulnerable people.

It is important to note that there is a small group of people who are very enthusiastic about this new software and have shared
feelings of wanting upgraded CCTV cameras nationwide that have 360-degree views and are open to the introduction of facial
recognition as well.

Areas of concern

« Many people shared their concerns over their privacy. They feel this software is an invasion of privacy and feel they are
living in a ‘big brother’ world — this could highlight a lack of understanding that this is about introducing search software,
ratherl_than any new camera equipment that would increase surveillance — this will be important for communicating if this
goes live

« Some comments raised concerns that the term ‘guidelines’ for officers using the software seems like a loophole

« People feel that this new software will take police officers away from communities

« Some communities already have lack of trust in police, and some believe that police will misuse the software.
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The vast majority of colleagues (n=141) agree that the use of CCTV object recognition will be of benefit to Police Scotland

» 89% agree it will improve the quality-of-service delivery.
* 90% agree it will increase the speed at which cases can be progressed.
* 95% agree it will be a helpful addition to our available tools for responding to threat, risk and harm.

84% agree the introduction of CCTV object recognition across operational policing will only have positive effects for police

officers, staff and special constables

» Public protection: Speed up enquiries in relation to crime detection/prevention and locating vulnerable people
» Efficient service: Allow for more efficient use of limited policing resources

« Empowering expertise: Free up officers from a time-consuming aspect of police enquiries, enabling officers to better
use their skills where they are of greater value to the communities they serve.

“PSOS spend a considerable amount of time looking for and after the vulnerable in
society. A software system to assist with this task can only be but beneficial as an
extra resource to be called upon esp when police resources are under intense
budgetry pressure and ever increasing competing demands..” - Police Officer

“Some CCTYV trawls can look at several hours worth of footage taking up multiple
Police officers/staff members and time, anything that cuts that down can only help.” -
Police Officer
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Whilst there was large support and recognition of the benefits and opportunities for operational policing, there were some
concerns. 11% of colleagues disagreed the technology would ‘only have positive effects across operational policing in
Aberdeen City’. Key concerns and themes are highlighted:

« Damage public confidence due to perceptions of a “police state”

« Scepticism that the use of facial recognition will not be enabled in the future without proper consultation. A concern this is
the thin end of the wedge

» Fear of creating a “computer is always right” culture

» Fears the technology has intrinsic bias baked in and will perpetuate this

« Strain on resources during the “bedding-in phase” of implementing the technology

« Manual trawls are perceived by some to be more accurate. Humans are more likely to understand nuance, e.g. in event of
inaccurate details from eye-witnesses, trained personnel can know when to ignore/interpret prompts and use their intuition

» A fear this will create a loss of jobs

» False positives, computer errors and limits of the technology.

Technology builds on and [ ) o \ / \ / \ / “Giving more substance to the \
rez‘lects t'he ggta t.ha/t/ com;s Descrip ;lons ; an often /fe “Cutting funding and “Computers make just as already existing feeling that we
gfore It;l- /stor/cq { an wrong V: ent eLare taken removing jobs from much errors, if not more, than are running towards a police
'cudr.rer& y c;utr) ,SOCIZ y PIS i tf rom dmg Cr;fe‘jses. iwever, Z highly skilled officers humans and do not have the surveillance state is not a good
[ [ ——— s not where | abilty o understand it e
thi h 1d i pt d PP ¢ P b thought the future of nuisances within complicated facial recognition but it's disabled
away from is, so why wou ifferent descriptions who Sy - situations.” so we can't possibly use it cross
you consider implementing turn out to be the person that reside.” out hearts and hope to die" is not

\ technology that has been / \ is being sought?” / \ / \ a satisfactory position.” /
found to perpetuate bias?” \ /
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Respondents were asked what steps Police Scotland could take to reduce their concerns around Brief Cam. A
thematic analysis of the open-ended comments consisted of the following:

Commitment to . . Accessible SOPs
non-compulsory Sufficient training produced and
redundancies adhered to

Privacy concerns
taken seriously

No over-reliance on
automatic trawls —
manual quality
assurance
procedures

Communications
with the public on Red-line on
the benefits e.g. enabling the use of
share positive facial recognition
results

Transparency with
usage
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Before taking part in this survey, | was aware of CCTV
object matching software

N=1,365

m Agree Neither agree nor disagree  mDisagree Don’t know

47% of the entire cohort (both Police Scotland colleagues and members of the
public) agree they were aware of CCTV object matching software prior to taking part
in the survey.

42% were not aware, indicating a mixed response in terms of awareness of this
technology by survey respondents.

Police Scotland colleagues were significantly more aware than members of the
public.
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Sub group analysis

Employment: Police Scotland employees (n=140) were significantly more
likely (60%) to be aware of CCTV object matching software before taking part
in this survey compared to public-only responses, where only 45% had prior
awareness.

Age: 50% (n=122) of those aged under 25 (who did not work for Police
Scotland) said they were already aware of CCTV object matching software,
5% more than other members of the public.

Victims and witnesses of crime: 49% (n=289) of people who were recent
victims or witnesses of crime (who did not work for Police Scotland) said they
were already aware of CCTV object matching software, 4% more than other
members of the public.

Gender: Men (n=530) were significantly more likely than women (n=573) to
be aware of CCTV object matching software, 50% and 40% respectively.
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Would you feel safer knowing that Police Scotland has the
capacity to use CCTV object matching to search CCTV in
your local area?

23%

N=1,364

m Always m Often Sometimes ®mRarely mNever Don’t know

52% of the entire cohort (both Police Scotland colleagues and members of the
public) agree they would feel safer knowing Police Scotland has the capacity to use
this technology in their local area.

There are polarising views however. 23% expressed they would “never” feel safer
knowing this, indicating a strong sentiment that this technology makes them feel
less safe. Only 11% felt they would feel safer sometimes and 2% didn’t know.
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Sub group analysis

Gender: Women (n=573) respondents were significantly more likely than
men (n=530) respondents to say they would feel safer knowing that Police
Scotland has the capacity to use CCTV object matching to search CCTV in
their local area, 65% and 32% respectively.

Age: Children and young people (n=123) were significantly less likely (-19%)
than other public responses (n=1,225) to feel safer if Police Scotland had
these capabilities in their local area.

Disability: Those with a disability (n=194) were significantly more likely to
feel safer (61%) compared to those members of the public without a disability
(49%).

Victims and witnesses of crime: There were no significant differences
between those who were recent victims/witnesses of crime (n=290) to other
members of the public (n=1225).

LGBT+: Members of the public in the LGBT+ community (n=60) were
significantly more likely (+14%) to feel safer than other members of the public,
63% and 49% respectively.

“As a person who works around the city centre and can regularly
feels concerned when walking around, if this technology makes our
streets safer I fully support it.”
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Impact on confidence and trust

Knowing public space CCTV was able to be utilised in
this way would increase my:

N=1,363
N=1,367

m Agree Neither agree nor disagree  mDisagree Don’t know

Nearly half of the cohort agreed that enhanced CCTV technology would increase
their confidence and trust in Police Scotland, particularly women, people in the

LGBT+ community, and (to a lesser extent) those living in areas most affected by
poverty. Children and young people were 11% less likely to agree it would increase
their confidence, highlighting some concerns among this subgroup.

“Police Scotland have already proven to me on a number of occasions that they are not
interested in investigating crimes even where CCTV evidence exists already. So why
would | think that wasting public money on more CCTV is going to help? This is yet
another scheme that the police can use to bully, intimidate and harass innocent citizens. It
is abhorrent that you're even trying this.”

- Young person who was a recent victim of crime
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Sub group analysis

Gender: Women (n=570) respondents were significantly more likely than
men (n=530) respondents to say their confidence would increase in Police
Scotland knowing public space CCTV was able to be utilised in this way, 60%
and 38% respectively.

Age: Children and young people (n=123) were significantly less likely (-11%)
than other public responses (n=1,223) to say their confidence would increase
if Police Scotland had these capabilities in their local area.

Disability: Those with a disability (n=194) were slightly more likely to say
they would feel more confident (52%) compared to those without a disability
(45%).

Victims and witnesses of crime: There were no significant differences
between those who were recent victims/witnesses of crime (n=290) to other
members of the public (n=1225).

LGBT+: Members of the public in the LGBT+ community (n=60) were
significantly more likely (+15%) to say this would increase their confidence,
60% compared to 45% of other members of the public.

SIMD: Those living in areas most affected by poverty, SIMD Quintile 1, (n=87)
were slightly more likely to agree this would increase their confidence, 52%
compared to 45% of other members of the public.
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There should be clear guidelines for how CCTV
object recognition software is used

Sub group analysis

BAME: 95% (n=22) of members of the public whose ethnicity falls into the
category of Black, Asian or Minority Ethnic (excluding white minorities) felt
there should be clear guidelines on how this technology should be used. This
was significantly higher (+10%) than other members of the public (n=1,225).

Disability: Those with a disability (n=194) were slightly more likely to think

there should be clear guidelines, 90% compared to other members of the

public (85%).

N=1,365 . _ — e
Gender: 88% of women (n=572), significantly more than men (82%; n=530),

_ _ _ , agreed, slightly higher than the public average.

m Agree Neither agree nor disagree  mDisagree Don’t know

Age: Significantly less children and young people (-9%; n=127) agreed that

there should be clear guidelines for how CCTV object recognition software

84% of the overall cohort agreed there should be clear guidelines, especially those should be used. The vast majority (76%) of CYP still agreed there should be

in the BAME community and those who described themselves as having a disability. clear guidelines however.

Open-text comments highlight the perceived benefits of this technology if it is used

well, whilst requiring tough policies and guidelines if it is not used ethically. ( “| strongly disagree because the question implies that i think object
recognition software should be used in the first place. It shouldn't, and Police

Some children and young people strongly disagreed, as a way of indicating their Scotland as an organisation CANNOT be trusted with that data.”

resistance to the technology being introduced in the first place. \ -Young Person y

(" “This could be an important tool for the police to use as mentioned above but
boundaries have to be very clear how far it can be used and stress the fact that

Some respondents felt “guidelines” weren’t enough and want to see the introduction

of more modernised and stricter policies and legislation guiding its usage. any breaking that rule by the police, there's a swift punishment that confirms to
us that the police isn't misusing it and yo protect the public's privacy..” - BAME
. member of the public J
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In the online survey, respondents were asked what concerns or comments they have about the
introduction of BriefCam. A thematic analysis of the open-ended comments produced the following key

themes that drove approval:

Enhanced public safety

and crime detection/
prevention

* Improved ability to detect and solve
crime

 Deterrence of crime

* Increases feelings of safety

“If it makes finding missing vunerable

persons a little easier . Drug finds easier,

cutting down on criminal action, it
definitely should be used . Unfortunately
you don't have the man power you had
so technology should be used where
possible to help with different crimes or
problems.!”

High levels of trust and

Increased efficiency =onfidence in their

and effectiveness in
Police Scotland

local police and Police
Scotland

* Trust the police to use the
technology ethically

» Confidence that the enhanced
technology serves the best
interests of the public

» Greater accuracy in the trawling of
footage

* Reduction in human error in
manual trawls

« Efficient use of resources and time

“Sounds like a great idea! Anything that
helps Police to respond quicker to events
as they are happening is a good thing..”

“Ithink it is a brilliant idea and could save
police hours of looking through CCTV
footage if they find what they are looking

for by the search.”
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Support for
technological
iInnovation

« In favour of adopting cutting-edge

technology for public safety

» Approval of investment in security
technology to provide modern
solutions

“Every person with a ring doorbell has a
camera that is fitted and ready for object
recognition with their package detection.

It is not a new technology and the sooner

we implement this into as many places as

possible the sooner it develops. | live
here and | work here, | would feel safer
knowing that police have this to aid them
in keeping the streets safe.!”



Key concerns
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In the online survey, respondents were asked what concerns or comments they have about the
introduction of BriefCam. A thematic analysis of the open-ended comments consisted of the following

key concerns:

Privacy and civil

liberties

* Invasion of personal
privacy

* Impact on freedom of
movement and association

 Balancing security with
individual rights

“This is the thin end of the wedge
and it is likely that, if introduced,
this technology would be used
to respond, disproportionately,
to citizens exercising their
rights, e.g. to protest, or those
involved in civil disobedience. |
recognise that evidence
gathering and crime prevention/
detection is difficult, but it
should be.”

Accuracy, reliability and
bias

* False positives and false
negatives

* Potential for algorithmic
bias and discrimination

* Ensuring fair treatment
across different
demographics

“Lead to more prejudice, bias,
racism, not less. We already
have a bad reputation and some
bad officer attitudes,
implementing tech will push
those attitudes to all officers,
even the good ones.”

Legal, ethical and
accountability issues

» Compliance with the laws
and guidelines

 Ethical considerations in
surveillance

* Accountability and
oversight mechanisms

“Police Scotland have already
proven to me on a number of
occasions that they are not
interested in investigating
crimes even where CCTV
evidence exists already. So why
would | think that wasting public
money on more CCTV is going
to help? This is yet another
scheme that the police can use
to bully, intimidate and harass
innocent citizens. It is abhorrent
that you're even trying this.”
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Government and
corporate surveillance

* Role of the police and
private corporations

* Public confidence and trust
in the police

* Mechanisms to prevent
abuse

“Guidelines and policies on how
these should be used will be
absolutely essential. As much

as this is a powerful tool with a
potential to save much human
time, effort and labour, it also
has a great many potential
failings in terms of its misuse
and applications. To ensure that
it is both fit for purpose and
accountable to the law, these
will need to be air tight!”

Technological
dependence and future

expectations of service
delivery

* Risks of over-reliance
and system failures

* Moving away from
community led, visible
policing

* Future advancements
and facial recognition

“You will use this as an excuse to
lower foot patrols”
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Subgroup analysis was undertaken to explore the key concerns expressed by respondents based on demographic characteristics. A small but evident number of Children and
young people (under 25 years old), people belonging to Black, Asian and Minority Ethnic (excluding white minorities) ethnicities and people who describe themselves as being
the victim of witness to crime in the past 12 months indicated an expectation the technology won’t be utilised ethically. Key themes and sample quotations are provided:

*Concern around human rights,

Children i.e., privacy, freedom of
expression, assembly and
and young association.
people *Fear of moving towards a

surveillance state.

*Concern the software has been
developed by Israel carrying out
human rights violations on

Palestinian population.

C BAME . *A sense that Police Scotland is

ommunlty showing complicity in

“appropriating” the technology that

has been used to supress and

control the Palestinian population

*Negative experiences with the
police. Lack of trust and

Victims & confidence in Police Scotland.
Wit Some feel their concerns and
| ne_sses experiences are not taken

of crime seriously

«A fear this will mean a reduction in
visible policing.
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OFFICIAL: POLICE & PARTNERS

Confidence and trust by subgroup

b WA

SCOTLAND
POILEAS ALBA

1

%»! POLICE

Trust and confidence in Police Scotland

0,
18% 13% 13% 14% 11% 13% 6%

29%

26%

33% 28%
32%

45%

Sdp
Colleagues LGBT+ Disability BAME Entire Cohort Living in areas Men Public Recent Children and
n=140 n=73 n=210 n=22 N=1,366 most affected n=603 responses victim/witness Young People
by poverty only of crime n=127
n=298 n=1,226 n=336

Higher confidence - Lower confidence

Within this survey specifically, respondents who worked for Police Scotland have the highest levels of trust and confidence in Police
Scotland, followed by women and people in the LGBT+ community.

Recent victims or witnesses of crime and children and young people have lower than average (compared to public-only responses)
confidence and trust in Police Scotland.
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m Strongly agree
u Agree
Neither agree nor disagree
m Disagree
m Strongly disagree

m Don't know
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While there is widespread support for enhanced CCTV technology, our survey indicates that some communities will
be more receptive to this technology than others.

» Therefore, how do we supplement these findings with work in communities to ensure that we understand these
concerns?

Those employed by Police Scotland feel more confident than the general public of its benefits.

« How can we ensure public buy-in to this technology? What more needs to be done? How do we address concerns
around privacy and human rights?

Enhanced CCTV has the potential to increase trust and confidence in Police Scotland.
* Nearly half of the cohort agreed that enhanced CCTV technology would increase their confidence and trust in Police
Scotland, particularly women, people in the LGBT+ community, and (to a lesser extent) those living in areas most

affected by poverty.

« How do we engage with those who do not agree their confidence will increase, i.e., children and young people were
11% less likely to agree it would increase their confidence, highlighting some concerns among this subgroup.

OFFICIAL: POLICE & PARTNERS
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Maintaining public confidence and trust during the roll out of enhanced CCTYV technology is essential. There are
a number of considerations relating to this suggested from the consultation:

« How do we make the use of the technology transparent?

« What is the best way to convey information to the public to ensure they are informed?

« How we enforce the guidelines for use? How will use me monitored after implementation — and importantly,
how will this be communicated in public in an accessible way?

N

IR,

Enabling effective
partnerships and initiatives
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Open-text feedback indicates some of the thematic drivers and enablers for public approval of the deployment of enhanced
CCTV technology:

Public awareness and transparency

« Clarity on how Al in CCTV is used

* Public education on benefits and risks

» Opportunities for public input and oversight.

Impact on crime and security

» Effectiveness in investigating and solving crimes
« Locating vulnerable people

» Deterrent and detection effectiveness.

Impact on public service delivery
» Freeing up officer's time to better focus on tasks (where there is a greatest threat, harm, risk or vulnerability)
« Better use of resources and value for public money.

Effective communication in what this technology does and does not do is essential in ensuring stakeholders understand the
value proposition, ethical considerations and potential benefits of deploying enhanced CCTV technology. The tangible benefits of
the technology, such as its potential impact on facilitating investigations or locating vulnerable persons, resonates with the public.
Listening to public concerns allows us to address and be aware of public sentiment, ensuring the deployment of this technology

aligns with societal values and expectations.
OFFICIAL: POLICE & PARTNERS
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If you have questions about anything contained within this insight pack, please contact the Research
and Insight team:
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mailto:InsightEngagement@scotland.police.uk
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How information about how CCTV recordings will be stored and used:

Any CCTYV footage identified as non-evidential is retained no longer than 31 days and will thereafter be deleted. This 31-day
period allows Police Scotland to take all reasonable steps to ensure that the images are not required as evidence in any
investigation.

Where footage is to be retained under Police Scotland Information Management policies for evidential or other policing
purpose, the need for retention must be justified.

CCTYV footage and digital evidence will be shared with the Crown Office and Procurator Fiscal Service (COPFS), and third
parties where there is a legal requirement and clear policing purpose. On each occasion a full audit trail of all actions and
activities carried out for that file can be produced.

If we were to introduce CCTYV object recognition functionality to our public space CCTV network, it would not change how we
store or share CCTV footage.

OFFICIAL: POLICE & PARTNERS 2
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Demographic Breakdown

Survey sample (14t March — 2" May 2024) — 1,369 total responses

Gender

Trans History

Age

Disability

Employment

Demographic Breakdown

Female (46%); Male (45%); Non-binary (1%); Prefer not to say (8%); Other (1%)

No (91%); Yes (<1%); Prefer not to say (8%)

Under 16 (1%); 16-18 (2%); 19-24 (6%); 25-34 (14%); 35-44 (18%); 45-54 (22%); 55-64 (18%); 65-74 (11%); 75-84
(2%); 85+ (<1%) Prefer not to say (6%)

No (72%); Yes (16%); Prefer not to say (11%); Don’t know (1%)

Employed by Police Scotland (10%); No (90%)
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Survey sample (14t March — 2nd May 2024) — 1,369 total responses

Sexual
orientation

Religion

Ethnic group

Care
responsibilities

Care
experienced

Demographic Breakdown

Heterosexual (76%), Gay (3%), Lesbian (1%), Bisexual (1%), Other (1%), Prefer not to say (15%), Not answered
(2%)

No religion (55%), Church of Scotland (17%), Roman Catholic (4%), Other Christian (6%), Buddhist (0.3%), Hindu
(0.2%), Jewish (0.5%), Muslim (0.7%), Sikh (0.1%), Any other religion (2%), Prefer not to say (12%), Not answered
(2%)

White Scottish (71%), White other British (9%), White Irish (0.7%), White Gypsy/Traveller (0.1%), White Polish
(1%), White Roma (0%), White Showman/Showwoman (0%), Any other white ethnic group (4%), Any mixed or
multiple ethnic group (1%), Pakistani, Pakistani Scottish or Pakistani British (0.2%), Indian, Indian Scottish or Indian
British (0.2%), Bangladeshi, Bangladeshi Scottish or Bangladeshi British (0.1%), Chinese, Chinese Scottish or
Chinese British (0.1%). Any other Asian (0.3%), African, African Scottish or African British (0.2%), Any other African
(0.1%), Caribbean, Caribbean Scottish or Caribbean British (0.1%), Black, Black Scottish or Black British (0%), Any
other Caribbean or Black (0%), Arab, Arab Scottish or Arab British (0.4%), Any other ethnic group (0.1%), Other
(please specify) (1%), Prefer not to say (9%), Not Answered (2%)

Yes — unpaid care provider full-time (4%), Yes — unpaid care provider part-time (11%), No (71%), Prefer not to say
(13%), Not answered (2%)

Yes (5%), No (82%), Prefer not to say (10%), Not answered (3%)
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