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The purpose of this paper is to provide the Audit, Risk and Assurance
Committee with an initial update following a consensual audit
undertaken by ICO in respect of Police Scotland’s processing of personal

Members are invited to discuss the report.
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1 BACKGROUND

1.1 The audit took place in June of this year the audit scope comprised
two strands:

— Governance & Accountability
— Personal Data Breach Reporting

1.2 The primary purpose was to provide Police Scotland with an
independent opinion of the extent to which it (within the scope of
the agreed audit) was complying with data protection legislation
and highlight any areas of risk to Police Scotland compliance.

1.3 All recommendations are assessed in terms of priority for
remediation to assist Police Scotland in prioritising activity.

1.4 Risk grading will be applied to all recommendations for future
progress reports and will follow Internal Audits risk grading
structure for presentation at the next Committee meeting.

Very high risk exposure - major concerns requiring immediate senior
attention that create fundamental risks within the organisation

High risk exposure - absence / failure of key controls that create
significant risks within the organisation.

Moderate risk exposure - controls are not working effectively and
efficiently and may create moderate risk within the organisanisation

Low risk exposure - controls are working effectively, but could be
strengthened to prevent the creation of minor risks or address general
house-keeping issues

2 FURTHER DETAIL ON THE REPORT

2.1 Refer to Appendix A - Audit and Inspection Recommendations
Dashboard.

2.2 Refer to Appendix B - Recommendations Action Summary

SPA Audit, Risk and Assurance Committee 2
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FINANCIAL IMPLICATIONS

There are no "direct" financial implications associated with the
Report.

PERSONNEL IMPLICATIONS

There are no personnel implications in this report.

LEGAL IMPLICATIONS

It is likely there are legal implications in this report given that any
non-compliance of Data Protection legislation may be subject of civil

claim for material/non-material harm.

REPUTATIONAL IMPLICATIONS

There are no reputational implications in this report.
SOCIAL IMPLICATIONS

There are no social implications in this report.

COMMUNITY IMPACT
There are no community implications in this report.
EQUALITIES IMPLICATIONS

There are no equality implications in this report.

ENVIRONMENT IMPLICATIONS

10.1 There are no environmental implications in this report.

All recommendations will have implications which will be assessed in
detail during implementation.

RECOMMENDATIONS

Members are invited to discuss the report.

SPA Audit, Risk and Assurance Committee

ICO Audit of Police Scotland
7 November 2023
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Police Scotland Recommendations Dashboard
Governance & Accountability

Ongoing Delayed Closed to Date

Recommendations - Summary

Data Mapping — a review of the Information Asset Register requires to be undertaken to ensure its accuracy and then
use the information gathered to create a Record of Processing Activities (RoPA) as per the requirements of s.61 of the
DPA 18

Data Literacy - clarity regards the use of consent as a lawful basis under Data Protection (DP) legislation, and a clear
process for determining and recording the appropriate lawful basis for all data processing.

Policy — formalisation of review schedule and review of all IG policies to ensure these are overarching and
comprehensive to provide staff with sufficient details on DP requirements. Policies to include how compliance will be
monitored, with compliance checks in place to ensure staff have read and understood policies and procedures and are
adhering to them.

Audit - a programme of both internal and external audits relating to DP to be implemented to provide assurance of the
effectiveness of controls and processes.

Privacy Information — ensure that privacy information is regularly reviewed, and create accessible versions of privacy
notices for children, vulnerable adults, and individuals who require a language other than English.

Training - expand training modules to include role-specific training for staff with responsibilities for handling SARs.
Logging - continue working towards ensuring that there are measures in place for all systems to allow monitoring of
inappropriate access and, or disclosure of personal data, in order to meet the requirements set out in DPA18 5.62 by the
2026 deadline.

DPO - ensure that the DPO has sufficient resources to carry out their role effectively and independently. Training to be
updated and they should monitor compliance with and awareness of DP legislation. The DPO should also be involved in
the DPIA process and data breaches.
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Police Scotland Recommendations Dashboard
Personal Data Breaches

Total Ongoing Delayed Closed to Date

Recommendations - Summary

* Personal Data Breach Reporting — review, amend and formalise processes in place for reporting PDBs and
corresponding guidance created. This should include internal reporting processes, as well as those for reporting
breaches to the ICO and to data subjects.

* Improve DPO Oversight of Reported Data Breaches

* Policy — formalisation of review schedule and review of all IG policies to ensure these are overarching and
comprehensive to provide staff with sufficient details on DP requirements. Policies to include how compliance will be
monitored, with compliance checks in place to ensure staff have read and understood policies and procedures and are

adhering to them.

* Training - expand training modules to include role-specific training for staff with responsibilities for handling PDBs.
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Timelines and areas of focus
Governance & Accountability

Of the 43 recommendations there are 57 actions in total to progress.

The priority rating awarded to the recommendations has influenced timelines for delivery of each of the associated
actions:

O & & O

High

oo [ Sep 24

Challenges to delivery

= Multiple business area interdependencies
= Resource and financial pressures
=  Consultation
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Timelines and areas of focus
Personal Data Breach

Of the 9 recommendations there are 11 actions in total to progress.

The priority rating awarded to the recommendations has influenced timelines for delivery of each of the associated
actions:

- O 0 O O

Medium

I Sep 24

Challenges to delivery

= Multiple business area interdependencies
= Current resource and financial pressures
=  Consultation
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Level 1 - Implementation

Business Leads
address
recommendations
with approval
from SMT once
all action in place

Level 2 - Quality Assurance Closures

DPO Quality
Review and
recommendations
to DGB for
closure

Level 3 - Approve Closures

Data Governance
Board (Chaired
by SIRO)
approve all
closures

Level 3 - Discharge

ICO Quarterly
Review and
Discharge




ICO Data Protection Audit 2023 - Recommendations

Governance and Accountability Recommendations
Number [Rec Ref Summary Title Assurance Rating Priority Target Date
1 AOL Managemfer‘nt‘ framework - clearly defined policies with roles High Mar-24
& responsibilities
2 A.02 [Review DPO Resource Capacity High Mar-24
3 A.03 Rewe.w Information Assurance Officer and DPO Roles for High Dec-23
Conflict
i) Dec 23
4 A.04 [Record Specialist Roles Acceptance Medium (_I_) ec
(i) Mar 24
i) Dec 23
5 A.05 [Risk Management Policy Medium ((ii)) Mar 24
6 A.06 [Meeting Notes of DGB High Nov-23
ing | D M Meeti -
2 AO7 Standing Items on Departmenta anagement .eetlngs Medium Nov-23
DP, Records Management and Information Security
3 A.08 Datja Protection & Information Governance Policies High Mar-24
Reviewed
g A.09 [Appropriate Policy Documents Review and Version Control Medium Dec-23
Dec 23
10 A.10 [Policies and Procedures Regularly Reviewed High (a) Dec
(b) Mar 24
(i) Dec23
11 A.11 [Staff Understanding of Policies and Procedures High (i) Mar 24
(i) Dec 23
12 A.12  [Training Needs Analysis Medium Sep-24
Dec 23
13 A.13  [Induction Training High (a) Dec
(b) Mar 24
Dec 23
14 A.14  [Refresher Training High (a) Dec
(b) Mar 24
. - - ) (a) Sep 24
15 A.15 [Specific and Specialised Training (DPO, SIRO, IAO High
P P el ) & (b) Mar 24
16 A.16 [Monitoring System Access Urgent Sep-24
17 A.17 [External Audit - Independent Assurance High Mar-24
18 A.18 [Internal Audits of DP and IG Risks High Mar-24
19 A.19 [Compliance Monitoring High Mar-24
Sep 24
20 A.20 [Data Processors Contracts - Review for Completeness High Szz 24
21 A.21 [Data Processors Contracts - Review existing Medium Mar-24
22 A.22 [Data Processor Due Diligence Checks High Mar-24
ICO Data Protection Audit 2023 - Recommendations
Governance and Accountability Recommendations
23 A.23 [Data Processors Compliance High Mar-24
24 A.24  [Record Data Processing Activities Urgent Sep-24
25 A.25 [Data Processing Activities Records Urgent Sep-24
26 A.26 [Information Asset Register Compliance with Legislation Urgent Sep-24
27 A7 Forrjn.al Process to Determine and Record Lawful Basis Urgent Dec-23
Decisions
i) Mar 24
28 A.28 [Consent - Improve Clarity Urgent (__)
(ii) Dec 23
i) Dec 23
29 A.29 [Consent - Records Urgent (.I.) e
(ii) Dec 23
30 A.30 [Consent - Regular Review of Consents Urgent Dec-23
31 A.31 [Consent - Processes to Confirm Age High Dec-23
32 A.32  [Privacy Information - Formal Review High Dec-23
33 A.33 [Privacy Information - Restrictions High Mar-23
34 A34 Priv.acy Information - Review Communications to Date Medium (|) Dec 23
Subjects (i) Mar 24
35 A.35 [Privacy Notices - Appropriate Use of Language / Tone High Dec-23
36 A.36 [Privacy Information - Formal and Regular Review High Dec-23
37 A.37 [Privacy Information - Specialist Training Medium Sep-24
38 A.38 [Data Protection by Design and Default Approach High Mar-24
39 A.39 [Develop Privacy Culture High Mar-24
40 A.40 [DPIA Guidance - Include Seeking Specialist Advice High Mar-24
i) Dec 23
41 A.41 [DPIA Guidance - Regular Review High (I)
(ii) Mar 24
42 A.42  [DPIA Template Updates to Record DPO Advice High Mar-24
i) Dec 23
43 A.43  [DPIA Review Schedule Created Medium (I) ec
(i) Mar 24
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Executive summary

Audit Methodology

The Information Commissioner is responsible for enforcing and promoting compliance with the UK General Data
Protection Regulation (UK GDPR), the Data Protection Act 2018 (DPA18) and other data protection legislation.
Section 146 of the DPA18 provides the Information Commissioner’s Office (ICO) with the power to conduct
compulsory audits through the issue of assessment notices. Section 129 of the DPA18 allows the ICO to carry out
consensual audits.

The ICO is an independent, proportionate regulator and sees auditing as a constructive process with real benefits
for controllers and so aims to establish a participative approach. High standards of personal data protection
compliance help organisations innovate and deliver great services by building trust with the public. The ICO’s
expertise and consistent approach to regulation provides certainty enabling organisations to feel confident to use
personal data responsibly, innovate and support economic growth.

Police Service of Scotland (PSoS) agreed to a consensual audit of its processing of personal data. An introductory
telephone meeting was held on 21 March 2023 with representatives of PSoS to discuss the scope of the audit.

The purpose of the audit is to provide the Information Commissioner and PSoS with an independent assurance of
the extent to which PSoS, within the scope of this agreed audit, is complying with data protection legislation.

The scope areas covered by this audit are determined following a risk-based analysis of PSoS’s processing of
personal data. The scope may take into account any data protection issues or risks which are specific to PSoS,
identified from ICO intelligence or PSoS’s own concerns, and/or any data protection issues or risks which affect
their specific sector or organisations more widely. The ICO has further tailored the controls covered in each scope

L]
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area to take into account the organisational structure of PSoS, the nature and extent of PSoS’s processing of
personal data, and to avoid duplication across scope areas. As such, the scope of this audit is unique to PSoS.
It was agreed that the audit would focus on the following areas:

' Scope area Description |
Governance & The extent to which information governance accountability, policies and
Accountability procedures, performance measurement controls, and reporting mechanisms to

monitor data protection compliance with Part 3 of the DPA18 and other national
data protection legislation are in place and in operation throughout the
organisation.
Personal Data Breach The extent to which the organisation has measures in place to detect, assess and
Management & respond to security breaches involving personal data, to record them appropriately
Reporting and notify the supervisory authority and individuals where appropriate.

Audits are conducted following the Information Commissioner’s data protection audit methodology. The key
elements of this are a desk-based review of selected policies and procedures, on-site visits including interviews
with selected staff, and an inspection of selected records.

Where weaknesses were identified recommendations have been made, primarily around enhancing existing
processes to facilitate compliance with data protection legislation. In order to assist PSoS in implementing the
recommendations each has been assigned a priority rating based upon the risks that they are intended to address.
The ratings are assigned based upon the ICO’s assessment of the risks involved. PSoS’s priorities and risk appetite
may vary and, therefore, they should undertake their own assessments of the risks identified.

L]
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Audit Summary

Audit Scope area Assurance Overall Opinion
Rating
Governance & There is a limited level of assurance that processes and procedures are
Accountability in place and are delivering data protection compliance. The audit has
Limited identified considerable scope for improvement in existing

arrangements to reduce the risk of non-compliance with data
protection legislation.

Personal Data Breach There is a limited level of assurance that processes and procedures are
Management & in place and are delivering data protection compliance. The audit has
Reporting Limited identified considerable scope for improvement in existing

arrangements to reduce the risk of non-compliance with data
protection legislation.

L]
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Priority Recommendations

Governance &
Accountability

Breakdown by Scope of Priority
Recommendations

o Low
Medium
m High

m Urgent

Personal Data Breach
Management and Reporting

The bar chart above shows a breakdown by scope area of the priorities assigned to our recommendations made:

e Governance & Accountability has 8 urgent, 26 high, and 9 medium priority recommendations.

e Personal Data Breach Management & Reporting has 1 urgent, 7 high, and 1 low priority recommendations.

Police Service of Scotland - ICO Data Protection Executive Summary v1.0 - September 2023 Page 5 of 10



Graphs and Charts

Governance & Accountability
Assurance rating summary

6%
High
20%
Reasonable
Limited
419%

m Very Limited

The pie chart above shows a summary of the assurance ratings awarded in the Governance & Accountability
scope. 6% high assurance, 20% reasonable assurance, 41% limited assurance, 33% very limited assurance.

Police Service of Scotland - ICO Data Protection Executive Summary v1.0 - September 2023 Page 6 of 10



Personal Data Breach
Management and Reporting
Assurance Rating Summary

High
36% Reasonable

Limited

7%

) m Very Limited

The pie chart above shows a summary of the assurance ratings awarded in the Personal Data Breach Management

& Reporting scope. 36% high assurance, 7% reasonable assurance, 7% limited assurance, 50% very limited
assurance.

Police Service of Scotland - ICO Data Protection Executive Summary v1.0 - September 2023 Page 7 of 10



Areas for Improvement

PSoS should review their data mapping, ensuring their Information Asset Register (IAR) remains accurate. PSoS
should then use the information gathered to create a Record of Processing Activities (RoPA) which meets the
requirements set out in s.61 of the DPA18.

Clarity around the use of consent as a lawful basis under Data Protection (DP) legislation throughout the
organisation, and a clear process for determining and recording the appropriate lawful basis for all data
processing.

Policies should be overarching and comprehensive to provide staff with sufficient details on DP requirements.
Policies should include how compliance will be monitored, with compliance checks in place to ensure staff have
read and understood policies and procedures and are adhering to them.

A programme of both internal and external audits relating to DP should be implemented to provide assurance of
the effectiveness of PSoS’s controls and processes.

PSoS should ensure that privacy information is regularly reviewed, and create accessible versions of privacy
notices for children, vulnerable adults, and individuals who require a language other than English.

Expand training modules to include role-specific training for staff with responsibilities for handling SARs and PDBs.

PSoS should continue working towards ensuring that there are measures in place for all systems to allow
monitoring of inappropriate access and, or disclosure of personal data, in order to meet the requirements set out
in DPA18 s.62 by the 2026 deadline.

PSoS should ensure that the Data Protection Officer (DPO) has sufficient resources to carry out their role
effectively and independently. Their training should be updated to remain knowledgeable of any big legislative
changes, and they should monitor compliance with and awareness of DP legislation. The DPO should also be
involved in the DPIA process and data breaches.

L]
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Whilst PSoS have some processes in place for reporting PDBs, these should be appropriately approved and
documented. The currently used process needs to be reviewed, amended and formalised with corresponding

guidance created. This should include internal reporting processes, as well as those for reporting breaches to the
ICO and to data subjects.

L]
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Disclaimer
The matters arising in this report are only those that came to our attention during the course of the audit and are not
necessarily a comprehensive statement of all the areas requiring improvement.

The responsibility for ensuring that there are adequate risk management, governance and internal control arrangements in
place rest with the management of PSoS.

We take all reasonable care to ensure that our audit report is fair and accurate but cannot accept any liability to any person
or organisation, including any third party, for any loss or damage suffered or costs incurred by it arising out of, or in
connection with, the use of this report, however such loss or damage is caused. We cannot accept liability for loss
occasioned to any person or organisation, including any third party, acting or refraining from acting as a result of any
information contained in this report.

This report is an exception report and is solely for the use of PSoS. The scope areas and controls covered by the audit have
been tailored to PSoS and, as a result, the audit report is not intended to be used in comparison with other ICO audit
reports.
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