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Forensic Services Committee
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Item 5: Police Scotland and SPA Forensic Services Joint Biometric Strategy
Presenter: Gillian Jones, Police Scotland Head of Biometrics

Appendix: Appendix A - Joint Biometrics Strategy Consultation: Main
Insight Pack, Appendix B - Joint Biometrics Strategy Consultation: Youth
Engagement Report, Appendix C - Police Scotland and Scottish Police
Authority Forensic Services Joint Biometric Strategy 2025-2030

Purpose
To provide the Forensic Services Committee sight of the revised Police Scotland

and SPA Forensic Services Joint Biometrics Strategy 2025 -2030, following
public and stakeholder consultation. Findings from the consultation are
provided at Appendix A and B for member information. The revised strategy is
attached at Appendix C and is presented for approval prior to publication.
Changes made post Consultation are clearly highlighted.

Recommendation - For Approval

Strategic Alignment

Strategic The strategy supports the Police Scotland 2030 Vision, the
outcome(s) SPA and Police Scotland Joint Strategy for Policing and the
Forensic Services Strategy 2025 to 2030 S0O2, SO3 and SO4

Risk The strategy supports the management of risks associated
alignment with biometric data governance

Prior Forensic Services Committee.

governance

Stakeholder | Scottish Biometrics Commissioner and Scottish Government
engagement | as part of Public and Stakeholder consultation.

Implications

Community Data & Privacy Environmental
Equalities & Financial Health, Safety &
Human Rights Wellbeing

Legal Workforce
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1 Report Detail

1.1

1.2

Background

The Police Scotland and SPA Forensic Services Joint Biometrics Strategy
2025 to 2030 sets out the shared approach to the acquisition, retention,
use sharing and destruction of biometric data and physical samples for
policing purposes in Scotland, and reflects the need for clear governance,
accountability, transparency, and public confidence.

The strategy was previously presented to the Forensic Services
Committee in draft form. Since then, public and stakeholder consultation
has been undertaken to gather feedback on the strategy vision, aim,
strategic outcomes, approach to governance, safeguards, and the use of
biometric technologies.

The revised strategy has been developed to provide a joint end to end
approach to the management of biometric data and physical samples
across Police Scotland and within SPA Forensic Services. This includes
biometric data and samples such as fingerprints, DNA and facial images
used for policing purposes.

The strategy also responds to outstanding recommendations from earlier
internal audits and external scrutiny activity including recommendations
relating to the development of a joint biometric strategy, policy, public
and stakeholder engagement, staff awareness and strategic partnerships,

Further detail

Public and stakeholder consultation has now been undertaken and the
feedback reviewed. It showed broad support for the overall direction of
the strategy and its strategic outcomes.

The consultation also highlighted areas where the strategy would benefit
from further clarity or emphasis. These included clearer articulation of our
rights-based approach to technology, defining technologies in and out of
scope for use, simplifying language and alignment to Policing 2030 Vision.

The revised strategy has been updated to reflect consultation feedback
and internal review.
Strategic alignment detail

Strategic alignment to strategic police plan and other key
enabling strategies

Strategic The strategy supports the Police Scotland 2030 Vision
outcome(s) and the SPA and Police Scotland Joint Strategy for
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Policing and aligns with the Forensic Services Strategy
2025 to 2030. It particularly supports the following
outcomes:

S02: We are sustainable, adaptable, and resilient to
future challenges.

SO03: We deliver high quality and ethical services
through innovative forensic science.

S04: We work collaboratively with partners to serve
the needs of the public and criminal justice in Scotland.

The strategy also alighs with the Scottish Biometrics
Commissioner’s Code of Practice and supports the
lawful, ethical, necessary, proportional, and
transparent use of biometric data

The Strategy complements the Scottish Biometrics Commissioners Code
of Practice by setting out how Police Scotland and SPA Forensic Services
will continue to strengthen compliance, governance, organisational
awareness, public confidence, and the responsible use of biometric
technology. Strategy has been developed through joint working between
Police Scotland and SPA Forensic Services.

Alignment to risk register and risk appetite

Risk The Joint Biometric Strategy supports the management
alignment of existing operational risks across Forensic Services
and Police Scotland relating to arrestee, volunteer,
elimination and visitor biometric data and physical
samples.

It also supports the need for a consistent approach to
biometric governance including the searchability,
storage, access, and lawful retention of biometric
records.

The strategy does not close exiting operational risks. However, it provides
an agreed strategic framework for managing these risks and supports
future prioritisation assurance, delivery planning, and governance
activity. Relevant risks areas include biometric data governance, legal
compliance, data quality, data availability, data accessibility, and data
efficiency.
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Prior governance

Prior The Joint Biometrics Strategy has been developed
governance | though joint working between Police Scotland and SPA
Forensic Services and was previously presented to the
Forensic Services Committee in draft form

A supporting Biometric Strategy Delivery Plan is being developed
separately and will provide the mechanism for progressing agreed
actions, tracking delivery and supporting future assurance. Key decisions
are progress updates are facilitated via the Biometrics Oversight Board.

Stakeholder engagement

Stakeholder | Public and stakeholder consultation was undertaken to
engagement | seek views on the proposed strategy, including its
vision, aim, strategic outcomes and approach to
governance safeguards and the use of biometric
technologies.

Feedback from the consultation showed broad support for the overall
direction of the strategy, while also identifying areas where more clarity
would strengthen public confidence (as outlined at 1.2)

Implications detail.

Community v | Data & Privacy v | Environmental
Equalities & | Financial Health, Safety &
Human Rights Wellbeing

Legal v | Workforce

The implications reflect the importance of biometric data and ensuring
that its collection, retention, use, sharing, and destruction and lawful,
ethical, necessary, proportionate, and transparent.

The strategy supports public confidence by setting out a clear joint
approach to biometric governance across Police Scotland and SPA
Forensic Services. It also supports transparency around how biometric
data and physical samples are managed while recognising the need for
continued oversight, assurance, and engagement.
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Joint Biometrics Strategy
2025-30 Consultation

Public & Stakeholder Insights

Strategy, Insight and Engagement
Professionalism and Enabling Services, Police Scotland
April 2026
Contact: InsightEngagement@scotland.police.uk

L scotland.police.uk PoliceScotland PoliceScotland Police Scotland | Strategy, Insight and Engagement
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» Executive Summary
» Purpose of the Insight Pack
+ Context
+ Stakeholder feedback
* Public feedback
» Strategic Reflections
* Appendixes
S scotland.police.uk W @PoliceScotland [ PoliceScotland Police Scotland | Strategy, Insight and Engagement
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Executive Summary

» The majority of respondents appear pragmatic and supportive about the use of biometrics
technologies in policing, recognising their potential benefits in supporting investigations and
improving public safety.

» At the same time, acceptance of these technologies is closely linked to perceptions of fairness,
proportionality and accountability. Public confidence appears strongest where respondents believe
that clear safeguards, independent oversight and transparent governance arrangements will be in
place.

* Importantly, the consultation findings indicate that support for the strategy is frequently conditional
and caveated with respondents seeking reassurance that the use of biometrics will remain
proportionate, well-governed and subject to appropriate scrutiny.

* In this context, strengthening the clarity and accessibility of the strategy, particularly around
safeguards, retention principles and oversight arrangements, may help address areas of
uncertainty while maintaining the overall vision and aim of the strategy.

8 scotland.police.uk Y @PoliceScotland [ PoliceScotland Police Scotland | Strategy, Insight and Engagement

OFFICIAL



ek
e O
POLICE SERVICES

Purpose of the Insight s R
Pack

» This insight pack summarises public and stakeholder consultation feedback on the Police
Scotland and Scottish Police Authority (SPA) Forensic Services Joint Biometrics Strategy (2025-
30) and highlights implications for consideration and publication decisions.

* The consultation sought views on the proposed strategy and its approach to governance,
safeguards and use of biometric technologies.
* This pack:
« Summarises consultation responses for both public and stakeholders
* Quantifies themes from open-text responses of the public
» Highlights key drivers of support and concern
+ Identifies areas where the strategy may benefit from clarification.

» The findings supports leaders in determining whether the strategy can proceed to publication or
requires refinement.

L scotland.police.uk PoliceScotland PoliceScotland Police Scotland | Strategy, Insight and Engagement
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Consultation Approach

« From 8t of January to 4t of March, we received 1,040 responses from the public, as well as 17
stakeholders, which included organisations and community groups.

* The consultation was hosted on Police Scotland’s Engagement Hub through an online survey
open to both the public and stakeholders, enabling broad reach and structured analysis of
responses.

* The consultation was promoted through stakeholder networks and direct outreach, with reminders
issued to maximise participation.

» Recognising the limitations of an online approach, our Youth Engagement team also held
dedicated and tailored sessions with 45 young people to get their views. A report on these findings
is provided separately. A summary of reflections and recommendations from young people have
been incorporated in this pack.

» As with all consultations, respondents are self-selecting and not statistically representative but
provide valuable insight into public and stakeholder perspectives. The high number and quality of
responses shows there is a real interest on how we plan to progress in this space.

8 scotland.police.uk Y @PoliceScotland [ PoliceScotland Police Scotland | Strategy, Insight and Engagement
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Consultation Questions

Respondents were asked to consider whether they agreed with 5 elements of the strategy:

1. Vision: To collect and use biometric data in policing in an ethical, lawful and transparent
manner.

2. Aim: Drive change through continuous improvement, regulatory assurance and improving
organisational awareness.

3. Regulatory Compliance: To ensure compliance with biometric regulations and to maintain
the integrity of our operations.

4. Organisational Awareness: Embedding regulatory requirements into operational policy,
guidance and procedures, and to provide ongoing training to staff, demonstrating our
commitment to responsible data management and adherence to the highest standards of
human rights and ethical policing.

5. Maximising Technology: Leveraging advancing biometric technology to enhance public
safety, improve investigative capabilities and ensure the effective administration of justice.

6. Public Trust and Confidence: Aiming to enhance public trust and confidence in the use of
biometrics and are committed to transparency, accountability, and proportionality being
embedded in all biometric data practices.

L scotland.police.uk PoliceScotland PoliceScotland Police Scotland | Strategy, Insight and Engagement
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Analysis Methodology

» All open text responses were systematically analysed using thematic coding (Braun & Clarke, 2022). An
example thematic analysis coding framework can be found in the appendices.

« Approximately 2,445 comments were reviewed. Each responses was coded by:
» Consultation question

» Sentiment Iterative comparison
 Theme and sub-theme I

Qualitative data Themes and sub-

themes

* Quantitative analysis was undertaken using Likert scale responses to assess levels of agreement
across each consultation question. Responses were aggregated and presented as percentages (or
by count for stakeholders) to illustrate overall sentiment and enable comparison between questions.

V. Braun, V. Clarke, Thematic Analysis. A Practical Guide
London: SAGE Publications Ltd, 2022, 376 s.

NWNTT YL Y ATY
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Why a Biometrics Strategy?

* The strategy plays a vital role in delivering our 2030 Vision for policing in Scotland which is for
safer communities, less crime, supported victims and a thriving workforce, as well as our SPA
Forensic Services Strategy 2025-2030.

» Biometric technologies, when deployed responsibly, offer transformative opportunities for modern
policing. From enhancing investigative capabilities to improving the speed and accuracy of
identification, these tools are already supporting the vital work of officers and forensic services
across Scotland.

» This strategy is built on the firm foundation of Police Scotland’s commitment to human rights,
ethical oversight, and transparency. It aims to guide how we responsibly and effectively use
biometrics to prevent harm, protect people, and build a Scotland where everyone feels safe and
secure.

L scotland.police.uk PoliceScotland PoliceScotland Police Scotland | Strategy, Insight and Engagement
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Why Consult with O et
Stakeholders and the Public?

+ We have committed to using stakeholder and public feedback, along with other research and
evidence, to develop and shape the final Joint Biometrics Strategy.

» This feedback on the draft strategy will also inform future public engagement on future proposals
brought forward as part of our implementation of this strategy.

+ Findings will be considered by Police Scotland and SPA Forensic Services teams, followed by
the SPA Forensic Services Committee in the first half of 2026. We will update our
with progress made.

—

8 scotland.police.uk Y @PoliceScotland [ PoliceScotland

Police Scotland | Strategy, Insight and Engagement
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Stakeholder Insights

8 scotland.police.uk Y @PoliceScotland [ PoliceScotland OFFICIAL Police Scotland | Strategy, Insight and Engagement
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Stakeholder Profile

17 stakeholders responded to the consultation on the draft
strategy:

» Aegis-Scot Archaeology Ltd

« Salvation Army

* Amnesty International UK

« Big Brother Watch

« Coalition for Racial Equality and Rights (CRER)
« Equality Network

» Glasgow City Council

* |TScotland

* Kincardine Community Council

* Police Investigation and Reviews Commissioner
» Police Scotland Youth Volunteers (PSYV)

- PSV

PSYV Glasgow North

« Scottish Biometrics Commissioner

» Tillydrone Community Flat

*  Townhill Community Council

« Woyvis One Estate Limited
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Stakeholders' Organisation Type
3
Private sector
18%
6
Third and voluntary

3
Public sector
18%

sector
35%

5
Community group or
organisation
29%

—

Police Scotland | Strategy, Insight and Engagement



Overall Sentiment

Stakeholder overall sentiment to the Strategy Vision, Aim

!

76%
(4)
41%
(5)
47%
(3)
18%
(3)
(2)
18% 19%
(1) 6% (1) 6%
Vision Aim

W Strongly disagree

Disagree

and Outcomes

76%
]» 82% o
(1]

(5)

47%
(7)
41%
(3)
(2) 0
12% 18%
(1) 6% (1) 6%
Regulatory Organisational
Compliance Awareness

Neither agree nor disagree

& scotland.police.uk 9 @PoliceScotland [ PoliceScotland
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} 94%

(6)

35%
(7)
53%
(2)
12%
(3) 18%
(1) 6%

Maximising Trustand
Technology Confidence

Agree m Strongly agree
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The data shows that stakeholders (n = 17)
generally agreed with the vision, aim and
outcomes.

Agreement is strongest on the need to
focus on regulatory compliance and trust
and confidence.

Insights indicate that stakeholder support
for the vision and aim is dependent upon
using biometric data in an accurate,
necessary, lawful, proportionate, and
regulated manner.

Police Scotland | Strategy, Insight and Engagement



Vision

To what extent do you agree or disagree with the strategy’s

Vision?
| l
-
3
L 47%
2
2
2 18%
6%
Community group or  Private sector Public sector Third and voluntary Grand Total
organisation sector
m Strongly disagree Neither agree nor disagree Agree  m Strongly agree
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Stakeholders showed a general
agreement with the strategy’s vision (76%
Strongly agreeing or agreeing, n = 13/17).

Levels of disagreement with the vision
appear to be lower, with only one
stakeholder stating that they strongly
disagree.

The data shows low levels of uncertainty
as only three stakeholders selected
neither agree nor disagree.

L scotland.police.uk @PoliceScotland PoliceScotland
- y f OFFICIAL
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Aim

To what extent do you agree or disagree with the strategy’s Aim?

2
65%
2
41%
2
2
1
18%
2
1 12%
Community group or  Private sector Public sector Third and voluntary Grand Total
organisation sector

m Strongly disagree Disagree Neither agree nor disagree Agree m Strongly agree
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The data shows that stakeholders
generally agreed with the strategy’s aim
(65% agreeing or strongly agreeing, n =
11/17).

There were low levels of disagreement
with only 3 stakeholders stating that they
strongly disagree or disagree with the
aim.

Similarly, the data shows low levels of

uncertainty, with 3 stakeholders selecting
neither agree nor disagree.

Police Scotland | Strategy, Insight and Engagement
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+ Feedback suggested that the strategy’s vision would be strengthened by including the word ‘effectiveness’.
« A common concern was the lack of a statutory framework and the implications that this could have on human rights.
* Many respondents stressed the importance of adhering to human rights.

» Concerns were raised with facial recognition technologies; specifically live facial recognition and the implications it has on human
rights.

« There was acknowledgement of the benefits of technological advances in policing.

» There was strong emphasis on the prioritisation of necessity, proportionality and rights protection over the prioritisation of technological
expansion and organisational improvement.

« Organisations highlighted the need to ensure that procedures around biometric use and storage are transparent, accountable, fair and not
open to abuse.

8 scotland.police.uk Y @PoliceScotland [ PoliceScotland Police Scotland | Strategy, Insight and Engagement
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Regulatory Compliance

To what extent do you agree or disagree that regulatory
compliance is an objective we should focus on?

41%

12%

Third and voluntary Grand Total

3
2
2
Community group or  Private sector Public sector
organisation sector
m Strongly disagree Neither agree nor disagree Agree

& scotland.police.uk 9 @PoliceScotland [ PoliceScotland
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Almost all stakeholders agreed that
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regulatory compliance is an objective that
should be focussed on (82% agreeing or

strongly agreeing, n = 14/17).

There were low levels of disagreement,
with only one stakeholder stating that they

strongly disagree.

There were low levels of uncertainty, with
two stakeholders selecting neither agree

nor disagree.

Police Scotland | Strategy, Insight and Engagement
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Most respondents agreed that regulatory compliance is an essential objective.

« Many respondents flagged the importance of ensuring that use of biometric data aligns with regulations and is necessary, lawful and
proportionate.

« Some highlighted that regulatory compliance should include independent and regular testing of algorithmic tools to assess the
validity of algorithms.

Suggestions were made to explicitly acknowledge the existing legal and regulatory gaps within the current framework.

Suggestions were raised to refrain from adopting new policing technologies such as facial recognition without a clear and adequate
legislative framework.

A common suggestion was to include equality and human rights impact assessments within regulatory compliance processes.

Suggestions were raised to explicitly state how equality legislation constrains the use of biometric data.

8 scotland.police.uk Y @PoliceScotland [ PoliceScotland Police Scotland | Strategy, Insight and Engagement

OFFICIAL



Organisational Awareness

To what extent do you agree or disagree that organisational
awareness is an objective we should focus on?

o
5 76%
3
47%
2
1
2 18%
1
Community group or  Private sector Public sector Third and voluntary Grand Total
organisation sector
m Strongly disagree Neither agree nor disagree Agree  mStrongly agree
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The data indicates that most
respondents agreed that
organisational awareness is an
objective that should be focussed on
(76% agreeing or strongly agreeing,
n=13/17).

There were low levels of
disagreement, with only 1
stakeholder selecting strongly
disagree.

Similarly, there were low levels of
uncertainty with 3 stakeholders
responding with neither agree nor
disagree.

Police Scotland | Strategy, Insight and Engagement
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« Training was a common theme raised by most respondents:

* Most agreed that training is crucial to ensure that responsible data management is adhered to.

* Many commented on the need for specialised training to include the limitations of using biometric technology particularly
around bias and error rates.

* Respondents raised the absence of a reference to human rights training as a gap.

+ Several respondents noted that the phrase ‘the highest standards of human rights and ethical policing’ would benefit from further
clarification.

* A suggestion was made to regularly complete and publish human rights and equality impact assessments.

+ Feedback from some respondents highlighted concerns that reliance on Al technology could reduce officer/staff confidence in using
their own judgement when making decisions.

L scotland.police.uk @PoliceScotland PoliceScotland Police Scotland | Strategy, Insight and Engagement
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Maximising Technology

To what extent do you agree or disagree that maximising
technology is an objective we should focus on?

| I

2 35%
12%
2
1 .
Community group or  Private sector Public sector Third and voluntary Grand Total
organisation sector

m Strongly disagree Disagree Agree mStrongly agree
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Overall, most respondents agreed that
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maximising technology is an objective that

should be focussed on (70% agreeing or

strongly agreeing, n = 12/17).

Levels of disagreement are slightly higher

when compared with other objectives with 5
stakeholders selecting strongly disagree or
disagree. This includes 4 stakeholders from

the third sector.

Police Scotland | Strategy, Insight and Engagement
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+ Respondents’ feedback reflected an awareness of the benefits technological advancements can offer policing.

« Stakeholder feedback highlighted a perceived contradiction between the commitment to a rights-based approach and the ambition
to maximise the use of technology where known negative implications exist.

* A suggestion was made to “entirely remove” the phrase “maximising” technology.

* Respondents challenged the suggestion that facial recognition technology (FRT) delivers “accuracy” and efficiency, referencing
concerns that live facial recognition (LFR) could be inefficient and resource intensive.

» Several stakeholders used the opportunity to voice concerns about specifically LFR and FRT. Feedback emphasised that the
technology should only be deployed under specific conditions including where a clear legal framework is in place, there is evidence
it is not biased, and its use is necessary and proportionate.

* The interchangeable use of ‘LFR and FRT’ in stakeholder responses highlights the necessity of clear differentiation between the
technologies.

L scotland.police.uk @PoliceScotland PoliceScotland Police Scotland | Strategy, Insight and Engagement
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To what extent do you agree or disagree that public trust is an
objective we should focus on?

* Responses indicate that most agree
that trust and confidence is an
objective that should be focussed on
(94% agreeing or strongly agreeing,
n=16/17).

2
94% « There were low levels of

disagreement with only one
stakeholder strongly disagreeing
with this objective.

4 53%
2
1
Community group Private sector Public sector Third and voluntary Grand Total
or organisation sector
m Strongly disagree Agree m Strongly agree
8 scotland.police.uk Y @PoliceScotland [ PoliceScotland Police Scotland | Strategy, Insight and Engagement
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+ Stakeholder feedback emphasised the importance of engaging with all community groups.

* When publishing data, stakeholders recommend the inclusion of disaggregated data across all relevant categories, with ethnicity
explicitly included.

« Trustin technology, some respondents explained, depends on accuracy, absence of bias, and clear legal limits.

« There was a recommendation to reframe the objective to make it clear that the technology would be subject to legal boundaries with
governance mechanisms, ensuring transparency around accuracy and bias.

« There was a suggestion to include our policing by consent principles as they are relevant in building and enhancing trust.

» Concerns were raised that implementing facial recognition is incompatible with building public trust due to implications on human
rights.

L scotland.police.uk @PoliceScotland PoliceScotland Police Scotland | Strategy, Insight and Engagement
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Support for the overall strategy and outcomes appear generally positive amongst most stakeholders.

A higher number of respondents appeared to disagree with the objective of ‘maximising technology’, with respondents signalling the
inconsistencies of adopting a rights-based approach and deploying technology where negative implications are known. A suggestion
was made to remove this objective completely.

The importance of adhering to human rights was highlighted throughout.
« LFR was quoted occasionally, referencing the negative implications it has on a multitude of human rights.

Responses discussed the importance of biometric technology being necessary, proportionate and accurate.

Organisations highlighted the need to ensure that procedures around biometric use and storage are transparent, accountable, fair
and not open to abuse.

Concerns were raised about the weak regulatory environment.

Training around biometric use was deemed important with some respondents highlighting the need for training to include the
limitations of biometric technology and also being cautious about over relying on Al technology.

Public trust and confidence appears to be based on the technology’s accuracy and governance, publishing data regularly, and
ensuring that all community groups are engaged.

8 scotland.police.uk Y @PoliceScotland [ PoliceScotland Police Scotland | Strategy, Insight and Engagement
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Public Insights

8 scotland.police.uk Y @PoliceScotland [ PoliceScotland OFFICIAL Police Scotland | Strategy, Insight and Engagement
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The consultation received 1,023 responses from the public.
Sample size Sample % Sample size Sample %
Gender Ethnicity
Man 580 57% White Scottish 756 73.90%
Woman 407 40% White other British 154 15.10%
Prefer not to say 29 3% Any other white ethnic
Non-binary 4 0% group 20 2.00%
(gender neutral) White Irish 12 1.20%
Other 3 0% White Polish 5 0.50%
Age Indian, Indian Scottish or
Under 16 years . Indian British 3 0.30%
Id 13 1%
0 African, African Scottish or
16-18 years old 8 1% African British 3 0.30%
19-24 years old 6 1% Any mixed or multiple
thnic group 1 0.10%
25-34 | 21 29 ©
5-34 years old % Black, Black Scottish or
35-44 years old o6 5% Black British 1 0.10%
45-54 years old 122 12% Any other African 1 0.10%
55-64 years old 280 27% Chinese, Chinese Scottish
65-74 years old 345 34% . Ofb%hi”esg B_rgish 1 0.10%
aribbean, Caribbean
5:84lyearsiold 136 13% Scottish or Caribbean
85 years old and 9 1% British 1 0.10%
over Other 21 2.10%
Prefer not to say 27 3% Prefer not to say 44 4.30%
Total 1023 100% Total 1023 100%

OFFICIAL
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Overall Sentiment

The publics' overall sentiment to the Strategy’s Vision, Aim and

Outcomes
0
84% 85% 83% 83%
40% 40%
36% 36% 32% 32%
7i /i 7i ﬂ/i" 5‘ /I 6% 5i Z/i° 7| /l
Vision Aim Regulatory Organisational Maximising Public Trust and
n=1023 n=1022 Compliance Awareness Technology Confidence
n=1019 n=1015 n=1018 n=1019

mDon't know mStrongly disagree = Disagree = Neither agree nor disagree = Agree m Strongly agree
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There is broad agreement from the public in
relation to the strategy’s aims, vision and four
outcomes.

Agreement is strongest on the need to focus
on the strategy’s outcomes on organisational
awareness and regulatory compliance.

This emphasises that public support for the
vision and aim is highly linked to, and
dependent upon, the need for ethical,
professional standards and capability from
the organisation and workforce operating this
technology.

Please note: sample sizes vary as some respondents did not
answer each question.

“Please note: Agree” combines “Strongly agree” and “Agree” and
“Disagree” combines “Strongly disagree” and “Disagree”
responses

Police Scotland | Strategy, Insight and Engagement



Vision and Aim

Q: To what extent do you agree or disagree with the
strategy's vision/aim?

Vision

= 1023 % 7% 40%

m Strongly disagree ' Disagree = Neither agree nor disagree = Agree ® Strongly agree
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Overall responses indicate strong alignment from the public
in terms of the strategy’s aim and vision, with 81% agreeing.
This suggests there is broad support from the respondents
in principle for establishing a framework to guide responsible
use of biometric data in policing.

Levels of disagreement were comparatively low, 11-12% in
opposition; with a further 7% selecting neither agree nor
disagree, reflecting uncertainty.

Taken together, the responses suggest that the vision and
aim are supported at a strategic level.

To better understand the factors shaping these sentiments,
the next section will examine the themes emerging from the
open-text responses.
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Vision and Aim

Vision and/or Aim: Coded comments

0% 5% 10% 15% 20% 25% * Most open text comments reflected a pragmatic
and supportive sentiment to the vision and aim.
This was underpinned by an expectation of their
potential benefits in supporting investigations
and improving public safety.

Balance Rights and Safety (n = 102)

Recognises Modern Crime (n = 135)

Support With Safeguards (n = 62 .
PP J ( ) * At the same time, acceptance of these

Welcomes Ethical Commitments (n = 36) technologies is closely linked to perceptions of
fairness, proportionality and accountability.

Language Too Vague (n = 39) ) o )
* The next slide will discuss these themes in more
Scope Not Clear (n = 38) detail based on the distribution of comments.

Worried About Unintended Effects (n = 50)
Trust Depends on Evidence and Practice (n = 40)

Lawful But Not Legitimate (n = 13) N

Privacy or Rights Overreach (n = 36) I
General Trust Deficit (n = 14) N

Surveillance State mission creep Concern (n = 30) I T —

L scotland.police.uk PoliceScotland PoliceScotland Police Scotland | Strategy, Insight and Engagement
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Vision and Aim

= Responsible Modernisation (those who strongly agree)
» Agreement commonly reflects modernisation, criminal justice effectiveness and keeping pace with crime as pragmatic steps
forward.
Ethical Safeguards and Accountability (those who agree)
» Respondents often call for explicit limits, aligned to human rights and ethical safeguards.

Lack of Clarity and Definition (those who neither agree nor disagree)

« People who did not express a view cited confusion over technical or corporate language. Some felt the scope of the strategy was
not sufficiently explained i.e., how human rights will be preserved/how data is going to be collected, stored and used
appropriately.

Conditional or Cautious Support (those who disagree)

« Many supported the vision and aim in principle but caveated they worried about unforeseen/unintended consequences i.e., less
investment in frontline capacity of police, data breaches or loss of public trust. Some worried about the implementation of the
strategy among a workforce already under strain and ethical procedures not being adhered to.

" Human Rights and Legitimacy Concerns (those who strongly disagree)

« Disagreement often reflected already preexisting views of Police Scotland/policing; with negative sentiment towards the criminal
justice system or state surveillance.

8 scotland.police.uk Y @PoliceScotland [ PoliceScotland Police Scotland | Strategy, Insight and Engagement
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What Affects Agreement with, and
Perceptions of, the Vision and Aim?

» Support is strongest where respondents see biometrics
improving police effectiveness.

» Uncertainty is frequently driven by technical language and
unclear scope.

» Ethical commitments to retention/deletion, oversight,
auditability and clear boundaries on future expansion is
welcomed.

Privacy concerns;
Safeguards/oversight mission creep and

inform trust state overreach drive - Disagreement is concentrated among smaller groups
distrust concerned about rights, surveillance or a sense that this
should not be a priority for Police Scotland, with an
attachment to traditional forms of policing.

8 scotland.police.uk Y @PoliceScotland [ PoliceScotland Police Scotland | Strategy, Insight and Engagement
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Regulatory Compliance

To what extent do you agree or disagree that this is an

objective we should be focussing on?

Agree, 36%

Neither agree

nor disagree,
Regulatory Compliance 5%

n=1019 Disagree, 4%

Strongly
disagree, 6%

Don't know, 1%
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Overall responses indicate 84% agree with the objective for
regulatory compliance. This suggests there is broad support from
respondents in the objective to comply with biometric regulations
and to maintain the integrity of our operations. Adhering to the
principles set out by the Scottish Biometrics Commissioner's Code of

Practice ensures that the collection, retention and use of biometric

data — such as fingerprints, DNA and facial images — are necessary,
conducted lawfully, ethically and proportionally safeguarding an
individual’s right to privacy.

Levels of disagreement were comparatively low, at 10% in
opposition; with a further 4% selecting neither agree nor disagree,
and 1% saying “don’t know” reflecting uncertainty.

To better understand the factors shaping these sentiments, the next
section will examine the themes emerging from the open-text
responses.

Police Scotland | Strategy, Insight and Engagement
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Regulatory Compliance: Coded comments * Open text comments largely welcomed the
0% 59, 10% 15% 20% 25% outcome, with sentiment driven by agreement
that safeguards were important for human

Safeguards Important for Human Rights (n = 71)
Data Handling/Retention Rules (n = 40)
Responsible Modernisation/efficiency (n = 47)

rights.

* |t can also be seen how this was often
caveated with the expectation the use of

Agree b tackles crime (n = 58 : . .
gree because tackles crime (n = 58) biometrics would help tackle crime.

Support with safeguard caveats (n = 32)

* The next slide will discuss these themes in
more detail.

Agree if process is transparent (n = 16)
Clarifying Question (n = 8)
Wording/language/scope unclear (n = 24)
Policies Not Followed In Practice (n = 8)

Too much regulation/red tape (n = 8)

Data handling/governance concerns (n = 13)
Fear of data breach hacking (n = 8)

Over reliance on tech concern (n = 5)

Don't trust Police Scotland/Policing (n = 18)
Wrong priorities / tackle crime / visibility (n = 25)
State overreach / surveilance / privacy (n = 23)

LFR Technology mistrust (n = 5) Base: 346 open-text comments
-
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Regulatory Compliance

- Safeguards as essential foundations for legitimacy (those who strongly agree)

» Strong agreement reflected the view that robust safeguards, accountability and clear rules on data handling are legal and ethical
necessities. Some also saw this as part of the responsible modernisation, improving efficiency, accuracy and operational
effectiveness.

Conditional support linked to safety and transparency (those who agree)

» Agreement was driven by perceived benefits for tackling crime and keeping people safe, with support strengthened by
expectations of transparency and clear processes. Many views were conditional, calling for stronger safeguards or higher
thresholds for data use.

Uncertainty driven by clarity understanding gaps (those who neither agree nor disagree)

» Neutral responses commonly reflected questions about how the framework would operate in practice, alongside concerns that
language (i.e., “we aim to...” rather than “we will...”) scope and technical detail were unclear or difficult to interpret.

Delivery risks and concerns about practical application (those who disagree)

+ Some doubted whether the proposed regulations would (or could) be consistently applied in practice, alongside concerns about
data security, sharing and over-reliance on technology. Others viewed the approach as overly restrictive or burdensome for
effective policing.

® Fundamental distrust and perceived overreach (those who strongly disagree)

« Strong disagreement was rooted in broader distrust of the state, policing, Police Scotland (or the conduct of individual workforce
colleagues), and concerns around privacy, state overreach, which were not curtailed by regulatory compliance.

L scotland.police.uk @PoliceScotland PoliceScotland Police Scotland | Strategy, Insight and Engagement
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Organisational Awareness

To what extent do you agree or disagree that this is

an objective we should be focussing on?

Agree, 36%

Neither agree

L nor disagree,
Organisational Awareness 6%

n=1015
Disagree, 3%

Strongly
disagree, 6%

Don't know,
1%

8 scotland.police.uk Y @PoliceScotland [ PoliceScotland
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Overall responses indicate 85% agree with the objective for
organizational awareness. This suggests there is broad support from
respondents in the objective to embed regulatory requirements into
operational policy, guidance and procedures, and to provide ongoing
training to staff, demonstrating our commitment to responsible data
management and adherence to the highest standards of human rights
and ethical policing.

Levels of disagreement were comparatively low, at 9% in opposition;
with a further 3% selecting neither agree nor disagree, and 1% saying
“don’t know” reflecting uncertainty.

To better understand the factors shaping these sentiments, the next
section will examine the themes emerging from the open-text
responses.
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Organ iIsational Awareness
Organisational Awareness: Coded comments * Open text comments overwhelmingly

welcomed the outcome, with vast majority
of open-text comments citing their
agreement that sufficient training of Police
Scotland workforce would be essential for
delivery.

0% 5% 10% 15% 20% 25% 30% 35% 40% 45%

Better Training and Professionalism (n = 127)
Clear Operational Guidance (n = 29) I

Human Rights Are Embedded (n = 23 . )
g ( ) * |t can be seen from the distribution of

Transparency Improves Practice (n = 31) comments that other open-text feedback

Staff Lack Time or Resources (n = 20) was broadly mixed.

* The next slide will discuss these themes in

Risk of Tick Box Compliance (n = 6) detail
more detall.

Policies Not Followed In Practice (n = 11)
Poor Track Record (n = 24)

Weak Internal Accountability (n = 11)
Cultural Resistance to Change (n = 6)
Police Scotland Distrust (n = 20)

Wrong Priorities Argument (n = 19)

Against Biometrics Due To Human Rights (n = 14)

Base: 315 open-text comments

L scotland.police.uk PoliceScotland PoliceScotland Police Scotland | Strategy, Insight and Engagement
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® Professional Standards and Capability (those who strongly agree)

« Emphasis was placed on the importance of robust and ongoing training to ensure colleagues understood both the ethical and practical
use of biometrics. Training was seen as essential to maintaining ethical standards and sustaining public confidence. The need for clear
and accessible guidance for colleagues was praised, to enable police to navigate complexity with confidence and consistent decision
making.

Rights-Based Culture and Accountability (those who agree)
» Respondents often linked both internal and external transparency with improved organisational practice. Greater visibility of how
biometrics are used (and not used) was seen as strengthening human-rights, accountability and reinforcing trust.
Capacity and Resourcing Concerns (those who neither agree nor disagree)

« Concern was expressed that delivering new training could be challenging within an already pressured policing environment. These
concerns often reflected broader concerns about frontline capacity and competing priorities. Without sufficient resource or leadership,
respondents worry training would become procedural and not meaningful, with standards applied inconsistently in practice.

Cultural Resistance to Change (those who disagree)
« A small number of comments expressed scepticism about organisational change, referencing perceived cultural resistance, weak
accountability from officers, and wider perceptions of public sector technology reforms failing to deliver.

" Human Rights and Legitimacy Concerns (those who strongly disagree)

« Disagreement often reflected broader views about policing and criminal justice, or concerns about biometric technologies. Disagreement
was often rooted in existing trust issues rather than specific organisational awareness outcomes. Some respondents expressed

concerns new systems and training would divert attention from front-line priorities.
-__________________________________________________________________________________________________________________________________________________________________________
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Maximising Technology

* Overall responses indicate 83% agree with the objective for
organizational awareness. This suggests there is broad support from
respondents in the objective to leverage advancing biometric
technology to enhance public safety, improve investigative capabilities
and ensure the effective administration of justice.

_ » Levels of disagreement were comparatively low, at 11% in opposition;
83% with a further 4% selecting neither agree nor disagree, and 1% saying

“don’t know” reflecting uncertainty.
Agree, 32%

To what extent do you agree or disagree that this is
an objective we should be focussing on?

Neither aar » To better understand the factors shaping these sentiments, the next
nsr d?saiﬂe? section will examine the themes emerging from the open-text
Maximising Technology 5%, ’ responses.

n=1018
Disagree, 4%

Strongly
disagree, 7%

Don't know,
1%

8 scotland.police.uk Y @PoliceScotland [ PoliceScotland Police Scotland | Strategy, Insight and Engagement
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Maximising Technology

* Open text comments overwhelmingly

Maximising Technology: Coded comments X
g ay welcomed the outcome, with members of the

0% >% 10% 15% 20% 25% 30% 35% public dually mentioning the expectation for
Improves Efficiency (n = 94) efficiency gains and improved outcomes for
Helps Solve Crime/Keep People Safe (1 = 1002) 1 5m victims of crime.
Improves Data Quality (n=22) - It can be seen from the distribution of
Support With Safeguards (n=47) comments how there was also some
Risk Over Reliance on Tech (n = 20) disagreement with this outcome. Some
Support with caveats over safeguards (n=13) members of the public express distrust with
Cost vs Value Concern (n = 13) Police Scotland to fairly use this technology;
Doubt Accuracy or Fairness (n = 12) or a belief that the pursuit of this technology
Uncertain of meaning (n = 13) was fundamentally mistaken.

Risk tech vulnreable hacking (n=15) » The next slide will discuss these themes in
Risk of Bias or Discrimination (n = 11) more detail.
Fear of Mission Creep (n=11)
Fear of Predictive Policing (n=6) mmm
Police Scotland Distrust (n =7) I
Wrong Priorities Argument (n = 30) I
LFR Technology mistrust (n =12)

Against biometrics due to human rights (n = 28) I [ —

8 scotland.police.uk Y @PoliceScotland [ PoliceScotland Police Scotland | Strategy, Insight and Engagement
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Maximising Technology

= Operational Effectiveness and Capability (those who strongly agree/agree)

« Agreement was commonly linked to expectations that biometrics could help policing keep pace with organised crime, improve
investigative accuracy and support successful prosecutions. Some also felt technology would improve efficiency by freeing officer
time for tasks requiring human judgment and community engagement.

Unclear Benefits or Value (those who neither agree nor disagree)

« Some respondents expressed cautious agreement but sought clearer safeguards around data retention, sharing and governance.
Others questioned the overall value of increased technological reliance, raising concerns about cost, private-sector involvement,
accuracy and the potential impact on face-to-face policing.

Technological Risks and Fairness Concerns (those who disagree)

« Several comments highlighted perceived risks associated with biometrics technologies, including vulnerability to hacking, data
breaches, the potential misuse of facial images and concerns about technological bias or discriminatory outcomes. Some were
worried that ethical commitments were framed as an “aim” as opposed to an obligation.

" Fundamental Objection to Biometrics (those who strongly disagree)

» A proportion of disagreement reflected opposition to biometrics technologies, including concerns about mission creep, predictive
policing and civil liberties. These views were often linked to broader mistrust of policing institutions and perceptions that investment
should prioritise visible community policing rather than technological “maximisation”.

8 scotland.police.uk Y @PoliceScotland [ PoliceScotland Police Scotland | Strategy, Insight and Engagement
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Public Trust and Confidence

To what extent do you agree or disagree that this is
an objective we should be focussing on?

I 1 ..

Agree, 32%

Neither agree

nor disagree,
Public Trust and Confidence 7%

n=1019
Disagree, 4%

Strongly
disagree, 7%

Don't know,
1%
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Overall responses indicate 83% agree with the objective for
organizational awareness. This suggests there is broad support from
respondents in the objective to enhance public trust and confidence in
the use of biometrics and commitment to transparency, accountability,
and proportionality being embedded in all biometric data practices. This
includes clear articulation of policy, retention periods, legal frameworks,
ethical standards, and addressing public concerns.

Levels of disagreement were comparatively low, at 11% in opposition;
with a further 4% selecting neither agree nor disagree, and 1% saying
“don’t know” reflecting uncertainty.

To better understand the factors shaping these sentiments, the next
section will examine the themes emerging from the open-text
responses.
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Public Trust and Confidence

* Open text comments were broadly mixed
on this outcome. A large cohort of the
public referenced how their trust in criminal
justice / policing was driven by
transparency and positive outcomes.

Public Trust and Confidence: Coded comments
0% 5% 10% 15% 20% 25%

Public confidence important for delivery (n = 54)
Biometrics/technology will build trust (n = 17)
Transparency builds trust (n = 76)

Independent scrutiny is essential (n = 35)
Biometrics tackling crime will increase trust (n = 29)
Further engagement with public needed (n = 27)
Need public communication of benefits (n = 30)
How it will work in practice/doubt (n = 19)
Wording/language/scope unclear (n = 22)

Current trust deficit a barrier to outcome (n = 29)
Practical suggestion (n = 13)

Biometrics reduce trust (n = 12)
)
)

* There was broad consensus that public
confidence would be essential for the
delivery of this technology. But there were
many comments who cited their current
lack of trust in policing.

* The next slide will discuss these themes in
more detail.

Won't be transparent/lack oversight (n = 11
Don't trust Police Scotland/Policing (n = 41
Data handling/governance concerns (n = 13)
Don't trust PS workforce (n = 6)
Consultation not genuine (n = 9)
Wrong priorities/tackle local crime/visibility (n = 26)
State overreach/surveilance/privacy concerns (n = 11)

Base: 371 open-text comments
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= Policing by consent and Modernisation (those who strongly agree)

« Support was driven by the view that public confidence and policing by consent are fundamental, with biometrics seen as part of
modern and effective policing that can strengthen trust.

Trust built through transparency, engagement and effectiveness (those who agree)

» Agreement was often linked to the importance of transparency of data collection, storage and use; independent scrutiny and clear
communication, alongside expectations that biometrics will help tackle crime. Some emphasised the need for broader engagement,
particularly with affected groups and more accessible, plain-English communication to support understanding.

Clarity and Delivery Questions (those who neither agree nor disagree)

» Neutral responses commonly reflected uncertainty about how confidence would be built up or how the strategy would operate in
practice, with questions around scope, delivery and clarity.

Trust Barriers and Competing Priorities (those who disagree)

« Some viewed low existing trust as a barrier to achieving this outcome, while others questioned whether investment in biometrics would
detract from visible frontline policing . A small number raised practical suggestions or prioritised crime control over human rights.

® Fundamental Distrust and Risk to Confidence (those who strongly disagree)

« Strong disagreement was driven by the view that biometrics would undermine trust, alongside concerns about transparency, oversight
and data use. Comments often reflected broader distrust of policing, fears about data sharing (and potential hacking/data loss

scandals undermining trust). Some perceptions of the consultation as performative and concerns about priorities and state overreach.
________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
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Verbatim
Comments

These quotes reflect areas where
respondents sought reassurance or clarity
and may inform refinements to the
language, emphasis and supporting
material rather than material changes to
the overall strategic direction.

Some responses offered detailed feedback
engaging directly with the consultation
questions and strategy materials. Others
provided responses expressing general
views about policing priorities or boarder
attitudes towards privacy and surveillance.

Such responses nonetheless provide
insight into the broader narratives and
perceptions that shape attitudes towards
biometrics, criminal justice and public

( “Which independent,
non-political body
would audit and
monitor Police
Scotland'’s ethical use

(_of biometric data?”

7

“Where is the data stored,
who will it be shared with,
how long will it be
retained?”

.

(“Could this data base
system be used at
our boarder check

points in airports for
example to detect

| incoming criminal?.”

7

.

“I hope this strategy
will help identify
people living in this
country illegally and
help deport them”

s

.

to implementation details, and the potential

“...concerns that | have are largely related )

involvement of untrustworthy data-greedy
third parties such as Palantir, who may
present a compelling low-cost delivery

option with either explicit opt-outs allowing
them to harvest data, or they will simply

ignore constraints...” )

s

(" “My concern...is the ability of ) \
hackers to gain access to files and

“It would be an affront to democracy to
want or try to hold 100% of the
population's biometrics data on

computer making us a state like China a

totalitarian state or one that has the
information needed to become one.”

7

use them for criminal
purposes...the sharing of

information outwith Scotland...has

“Consuiltation is
to make people

b
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(" “Biometrics should
not be kept
indefinitely and only
those charged of a
crime should have
\_ them stored at all”

p
“Better to revert to regular
patrols, some presence within
communities rather than the
total absence we experience at

present...”
.

(" “Facial images. Officers aren’t

allowed to remove face covering. It's
only a hood. Remove and pull down.
Let’s get the basics right first. Then
the facial tech might work. The
\_ criminals and youths aren’t stupid.”

,
“From the order of the outcomes, | feel
it would be best to have this [public
confidence and trust] outcome at the
top of the agenda, having it last

confidence. this subject been looked into for a think they have a appears to be of least importance.”
worst case scenario in terms of say Whep ”they
legal cases brought against Police don'.

—

L scotland.police.uk @PoliceScotland PoliceScotland
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Questio ns ; » How Biometric use algins with existing legislation (e.g., RIPSA, Equality Act
2010).

- H « Governance arrangements, including membership and independence of
M ISCOHCG ptlonS advisory or oversigght bodies. ° i i
= . » How data requests and disclosures (.e.g., FOI/ICO) would be managed in
and Suggestions Questions <

practice.

» Who will be included in biometric data bases, including treatment of non-
criminal individuals.

Broken down into themes, the following - Data retention, how long data is held, for what purpose and under what

were raised across responses from the conditions it is deleted

public. While not always directly linked to

the consultation questions, they highlight + Assumption that biometric data may be collected or retained indiscriminately
areas where greater clarity, reassurance across the wider public. _ o _ .

or emphasis may strengthen the strategy _ . (C)Jlggfﬁmﬁsthat data would be widely shared with third parties or used without
and its communication. Mlsconceptlons < Perception that biometrics may conflict with legal safeguards or operate without

sufficient restraint.

Belief that decisions have already been made, with consultation seen as a
formality rather than meaningful engagement.

Clearer articulation of retention and deletion rules, particularly for individuals
not convicted of a crime.

Stronger emphasis on proportionality, trust and confidence and the limits on

Suggestions -< data collection use.
Improved communication in plain English to support accessibility and
understanding.

» Reassurance that this won’t undermine front line community policing.

& scotland.police.uk 9 @PoliceScotland [ PoliceScotland Police Scotland | Strategy, Insight and Engagement
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Strategic Reflections - Public

Proportionality
and Oversight

Trust, legitimacy
and pre-existing

attitudes
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Support is strongest where respondents see biometrics
improving police effectiveness, e.g., keeping people safe
and solving crime.

Uncertainty is frequently driven by technical language and
unclear scope.

Ethical commitments outlined in the strategy to
retention/deletion, oversight, auditability and clear
boundaries on future expansion is broadly welcomed by the
public.

Disagreement is concentrated among smaller groups highly
concerned about rights, surveillance or a sense that this
should not be a priority for Police Scotland, with an
attachment to traditional forms of policing.
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Strategic Reflections — Young People 2¥ &

Feedback from dedicated engagement sessions with young people shone a light on the areas young people were most interested and
concerned about. Young people provided some useful suggestions where Police Scotland could work on to improve the strategy, future
work, or engagement with the public around biometrics.

* Young people viewed biometrics most positively for identifying and locating individuals, including missing persons and known
offenders. There was also strong support for their potential to assist with crime prevention and detection. Participants highlighted the
possibility that biometric technologies could improve accuracy, reduce mistakes, and make processes quicker and more efficient.

* Young people’s concerns focused most strongly on the safety and security of biometric data, particularly the risk of leaks, hacking, or
unauthorised access. Privacy was another major issue, with worries about personal information being collected, stored, shared, or
used in ways that felt intrusive.

» There were also clear concerns about whether biometric technologies would always work reliably and accurately, including the risk of
mistakes, misidentification, and human or system error. In addition, some young people raised broader concerns about how far such
technologies should be used at all, including questions around ethics, discrimination, over-reliance on technology, environmental
impact, and the potential misuse of data.

* Young people suggested solutions focused on making the use of biometric technologies safer, more transparent, and easier for the
public to understand. There was a strong emphasis on educating and informing the public, improving cybersecurity and data storage
security, deleting unnecessary data, and ensuring that systems are thoroughly tested before use. Some also supported limiting or
avoiding the use of Al, while other suggestions highlighted the importance of public consultation, consent, human review, staff training,
gradual implementation, and clear safeguards to reduce error, misuse, and over-reliance on technology.

L scotland.police.uk PoliceScotland PoliceScotland Police Scotland | Strategy, Insight and Engagement
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Recommended Refinements

Clarify strategic priority where objectives may appear in tension
» Provide clearer articulation of how maximising technology aligns with a rights-based approach, particularly where effectiveness and
public trust may be perceived to be in conflict.
Strengthen clarity on scope of Biometric use
» Clearly define what technologies are in scope (and out of scope), including positioning on more contentious tools (e.g., live facial
recognition). Reinforce that use will be necessary, proportionate and case-specific, with clear limits on expansion.
Enhance transparency on data use, retention and sharing

» Provide plain-English (FAQ) explanation of how data is collected, stored, retained and deleted, particularly for individuals not
convicted of a crime. Clarify data sharing agreements, including safeguards around third parties and external partners. Ensure the
environmental impacts of biometric technologies and related data storage is minimised and transparent.

Reinforce safeguards, oversight and accountability framework

» Strengthen visibility of independent oversight, audit mechanisms and governance structures as core to public confidence. Address
stakeholder concerns about the perceived strength of regulatory environment. Ensure a human review element is maintained as
part of the decision-making process and contingency plans are in place if systems fail.

Address delivery confidence and organisational readiness

« Set out clear commitments on training, guidance and operational practice, including understanding limitations of biometric
technologies. Consider phased approach to implementation to improve readiness of the workforce.

8 scotland.police.uk Y @PoliceScotland [ PoliceScotland Police Scotland | Strategy, Insight and Engagement
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Recommended Refinements TORSE  mpmen

Enhance accessibility

« Simplify language and reduce technical complexity to improve public understanding of the strategy. Expand engagement with key
groups, particularly those concerned around bias, discrimination or disproportionate impact. Ensure the public understand how they
can contribute their views throughout implementation.

Be explicit about purpose and public benefit

» More clearly link biometric use to tangible outcomes (e.g., use cases of types of crimes, protecting vulnerable). Address concerns
about policing priorities, reinforcing how technology complements frontline policing, in alignment Policing for Our Communities
strategy, Three Year Plan and 2030 Vision.
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F ee d b ack about ousasass  POMCANSACH
the Consu |tation Feedback about this consultation process

P rocess | was given the ? T 91% m Strongly agree
i 0
Amongst both members of the public and opportunlg/a’gclj have my ?02
stakeholders, the percentage who agree or R N
strongly agree they... n=1026 2% Agree
* were given all the information needed to
have their say 85% ° Neither agree nor
- found the consultation process clear and This consultation process 42% T 8s% disagree ’
easv to understand 83% was clear and easy to 1%
y ° understand. 4% _
- were given the opportunity to have their say n=1025 3% ® Disagree
91%.
_ F 85% m Strongly disagree
5% disagreed they were given all information; ~lwasgiven all the 41%
6% felt it wasn’t a clear process and 3% felt information that | needed 9%
they weren’t given the chance to have their say. to have my say 13% '
n = 1036 29, ® Don't know
1%
8 scotland.police.uk Y @PoliceScotland [ PoliceScotland Police Scotland | Strategy, Insight and Engagement

OFFICIAL



Appendices

Example thematic analysis coding
framework for qualitative responses

Number of codes /

comments

2
£
o

FORENSIC
POLICE SERVICES
SCOTLAND SEIRBHISEAN
POILEAS ALBA FOIREANSACH

Percentage frequency of

codes

Responses 2% 18% 24% 16% 11% 6% 12% 7% 7% 12% 9% 7% 9% 2% 6% 8% 3% 5% 7% 3% 2% 3% 1% 0% 0% 1% 12% 1% 0% 6%!
Respondents SSJ_ZSI 102 135 87 62 36 64 .3_9 38 64 49 40 4_8 13 36 4-2 14 30 40 17 13 15 3 1] 1] 3 65 =3 2 36 i
Overall: To what extent Question Themes
do you agree or .
disagree with the Question ) \ . . ) d b
strategy’s vision? 3. Please provide any further comments in relation to the vision and/for aim an SU =
Open text .
=
comments :
Answer (Qual) 221 1n7 135 A An ag
Answer (Quan) - | v | - - v || v vy wv|lwv||lwv|lwv|lw|wv||wv||lw| v | ¥v||lw| w
Agree Agree he Vision 'To collect and use biometric datd in policing in an ethical, lawful and transpaH- 7 1 1
Strongly disagree Strongly disagree The giving up of biometric data should remain a choice and an alternative should be avail 4 1 1 1
Strongly agree Strongly agree fhey are very wordy and probably some plainer English could possibly have been used ing 2
Strongly agree Strongly agree he majority of law abiding citizens should have no problem with the vision and aim. H 2| 1 1
strongly disagree strongly disagree is an infringement of civil liberties. Police have no right to keep private, personal biome 4 1 1 1
Neither agree nor disagre: Neither agree nor disagree think it is a gross invasion of privacy, and infringment of human privacy rights. Although 6l 1 1 1 1 1
Strongly disagree Strongly disagree yVhilst 1 understand the need for being able to use technology to assist in criminal prosec 5 1 1 1 1 1
Disagree Disagree I feel that there is a fine line between progress and total invasion of privacy and the right 2 1 1
Strongly disagree Strongly disagree irstly Your aim has to be completed by 2030- Really?So your policy has came from the WH 6| 1 1 1
Agree Strongly agree | feel that it is both appropriate and necessary for Police Scotland to collect and use Biom 1
Strongly disagree Strongly disagree this vision originates from the WEF and all the billionaire parasites that attend. They join g 1 1 1 1 1 1 1 1
Strongly agree Strongly agree the technology is used responsibly but also without mountains of unnecessary red tape 4 1
Agree Strongly agree Ftop wasting time on silly crimes like someone walking from one house to another with a 4 3 1
Strongly disagree Strongly disagree | understand the majority of British people strongly object to Digital 1D. So do 1.1 would lil 1
Strongly disagree Strongly disagree will not give mine or my family's DNA willingly to anyone other than anonymous medical 4 1 1 1 1
Strongly agree Strongly agree | appreciate it is a strategy but it would be useful to understand who will ultimately have g 4 1 1
Strongly disagree Strongly disagree iometrics should not be kept indefinitely and only those charged of a crime should have 1 4 1 1 1 1
Strongly disagree Strongly disagree fuman rights violations 3 1 1 1
- B - - S o o o e o o o o T o o o i o o o o o T o o o o o o o - i
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If you have questions

Please email us InsightEngagement@scotland.police.uk
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Youth Engagement Report on
Joint Biometric Strategy 2025-2030 Consultation

This report draws on the process of youth engagement and the outputs from
consultation workshops for the Joint Biometric Strategy 2025-2030.

Context

Police Scotland’s Youth Engagement team were tasked with developing a biometrics
youth engagement pack in collaboration with the wider Research and Insight team, that
would enable collaboration with community groups to facilitate youth engagement
sessions focusing on the Joint Biometric Strategy 2025-2030. While the online public
consultation period opened in January 2026, it was considered important to seek the
views of young people to inform the strategy before it is finalised. This work was primarily
led by Community Development and Youth Work student James, who was on placement
with the Youth Engagement team from Dundee University at the time of these sessions.

Process
Developing the youth engagement pack

The youth engagement pack was developed by James in collaboration with colleagues
from Research and Insight, with support from the Youth Engagement team. Care was
taken to include all relevant information while presenting it in a way that was as youth-
friendly and engaging as possible. The presentation slides were developed
collaboratively along with facilitation notes to be shared with partner organisations. The
pack was also made available through the Public Engagement Hub on the Police

Scotland website.
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What are biometrics?
Biometrics are things that make you, you!

They are body features or patterns that are
unique, so they can help identify a person.
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Touch ID Secure Access
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Examples of biometrics:

+ Fingerprints - the lines on your fingers that no one else has
* Your face - the shape, eyes, nose, etc.

+ Your voice - everyone’s voice sounds slightly different

* Your eyes - the patterns in the coloured part of your eye

Eye Tracking Navigation

The purpose ofthe Consutat

Notes for Facilitators

on Workahop s to:

18,304 10 deveiop solutions for sy identiied concems.

PomerPaint/Note Info:

Attention Aware
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Consultation with Groups
Group Identification

Following the development of the youth engagement pack, several youth groups were
identified as potential participants in the consultation process. It was recognised that,
to generate meaningful discussion and gain valuable insight, the facilitation workshops
would not be suitable to run within schools due to time restrictions and topic content.
Therefore, Police Scotland Youth Volunteer (PSYV) groups were identified as a
particularly appropriate fit for this engagement. The groups engaged in this consultation
were PSYV Tayside (Dundee East End), PSYV Tayside (Dundee West End), Dundee Youth
Council, and PSYV Edinburgh.

Engagement Limitations

Due to the limited timeframe for organising and delivering sessions, there were initial
challenges in identifying relevant organisations who had capacity to host our biometrics
engagement workshop with their young people. With more time, additional sessions
would likely have been delivered.

Overview of Young People Engaged - Totals:

Tayside PSYV (Dundee East End) 14
Tayside PSYV (Dundee West End) 16
Dundee Youth Council 3
Edinburgh PSYV 12
Total: 45
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Categorised Data - All Workshops — What did young people tell us?

1. What are the positives of Police Scotland potentially using some of these new
technologies?

Overall, young people viewed biometrics most positively for identifying and locating
individuals, including missing persons and known offenders. There was also strong
support for their potential to assist with crime prevention and detection. In addition,
participants highlighted the possibility that biometric technologies could improve
accuracy, reduce mistakes, and make processes quicker and more efficient. A smaller
number of comments suggested that they could also contribute to feelings of safety and
provide practical or cost-related benefits.

2. Do you have any concerns about Police Scotland potentially using any of these
new technologies?

Overall, young people’s concerns focused most strongly on the safety and security of
biometric data, particularly the risk of leaks, hacking, or unauthorised access. Privacy
was another major issue, with worries about personal information being collected,
stored, shared, or used in ways that felt intrusive. There were also clear concerns about
whether biometric technologies would always work reliably and accurately, including
the risk of mistakes, misidentification, and human or system error. In addition, some
young people raised broader concerns about how far such technologies should be used
at all, including questions around ethics, discrimination, over-reliance on technology,
environmental impact, and the potential misuse of data.

3. How might the problems you identified be fixed or prevented?

Overall, young people’s suggested solutions focused on making the use of biometric
technologies safer, more transparent, and easier for the public to understand. There
was a strong emphasis on educating and informing the public, improving cybersecurity
and data storage security, deleting unnecessary data, and ensuring that systems are
thoroughly tested before use. Some also supported limiting or avoiding the use of Al,
while other suggestions highlighted the importance of public consultation, consent,
human review, staff training, gradual implementation, and clear safeguards to reduce
error, misuse, and over-reliance on technology.
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Final Recommendations

1. Public Awareness, Education and Consultation
Improve public understanding by clearly explaining what biometric technologies
are, how they work, when they are used, and how the public can contribute their
views throughout implementation.

2. Security, Storage and Data Handling
Strengthen cybersecurity, ensure data is stored securely, be transparent about
where data is held, and delete information that is no longer necessary.

3. Testing, Reliability and Human Safeguards
Thoroughly test systems before use, maintain accuracy and image quality, keep
human review in decision-making, and ensure contingency plans are in place if
systems fail.

4. Opposition to Al Use
Consider limiting or avoiding the use of Al where there are concerns about trust,
fairness, or reliability.

5. Ethical and Rights-Based Safeguards
Build in safeguards around consent, fairness, and discrimination to ensure the
use of biometrics is ethical and rights-respecting.

6. Implementation and Ongoing Improvement
Introduce technology gradually, keep systems up to date, and ensure staff are
properly trained and resourced.

7. Environmental Considerations
Take steps to minimise the environmental impact of biometric technologies and
related data storage.
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Appendix

Group 1-Tayside PSYV (Dundee West End)

Session overview:

PSYV is the Police Scotland Youth Volunteers programme, which aims to strengthen
relationships with young people, break down barriers, and promote ways to make
Scotland's communities safer.

From the start of the session, the young people in attendance were very engaged and
willing to participate. Since this was the first workshop, this was an opportunity to test
the developed resources and make any appropriate amendments for future workshops.
The presentation slides were well produced and followed the session format nicely.
Some first-time attendees in this group contributed well to the discussions, reflecting
the workshop's open, constructive nature.

Total Participants: 14 Male: 6 Female: 7 Unspecified: 1
Age Breakdown: 13 years (1) 14 years (5) 15 years (4)
16 years (2) 17 years (1) Unspecified (1)
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Group 1-Tayside PSYV (Dundee West End) - What did young people tell us?

Categorised Data:

1. What are the positives of Police Scotland potentially using some of these new
technologies?

Crime Prevention and Detection (3) Increased Accuracy and Reliability (1)
Increased Feelings of Personal Safety (3) Tracking or Identifying Individuals (10)

Young people felt strongly that this technology could help find missing people and also help the
police solve crimes. A few young people said this technology would make them feel safer or
more protected.

2. Do you have any concerns about Police Scotland potentially using any of these new
technologies?

Data Accuracy — misidentification (2) Data Use and Sharing — data being sold on (1)
Data Security — leaks/hackers (4) Data Use and Storage —where does it go/why? (3)
Ethical Use — people may feel exploited (1) Invasion of Privacy (3)

System Reliability — can glitch/stop working (3)

Young people expressed concern about how their data might be stored and whether it could be
vulnerable to leaks or breaches. Some also raised concerns that the use of biometric data could
amount to an invasion of privacy.

3. How might the problems you identified be fixed or prevented?

Choice and Consent (1) — ask for permission Learning from Mistakes (1)
Public Education and Awareness (3) Transparency and Data Use (1)

Emphasis was placed on educating the public about what is happening and when, throughout
the implementation process. It was seen as important that data is stored securely and that the
public can have confidence that their information is safe. Learning from mistakes at an early
stage was also viewed as a way to minimise risk and build trust. One young person noted that
Police Scotland has a responsibility to ensure the public understands what is happening with
their data. Another suggested that Police Scotland should seek the public’s permission before
using their biometric data.
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Group 2 - Dundee Youth Council

Session overview:

Dundee Youth Councilis a youth-led city-wide project that represents the views and
opinions of young people across Dundee. Volunteers, known as Youth Councillors,
actively engage with young people on a variety of issues and meet with decision-makers
on their behalf. Dundee has Members of the Scottish Youth Parliament (MSYPs), a
national youth-led organisation of the same purpose.

The workshop was attended by three young people and a Community Learning and
Development (CLD) Support Worker. The three Youth Councillors were also MSYPs for
Dundee. The Chair, who is a young person, apologised for the very low attendance. It
was also explained that one deaf participant was unable to attend because their
translator was not available to accompany them. The workshop went very well, and the
smaller numbers made for a good and interesting flow of discussion.

Total Participants: 3 Male: 2 Female: 1
Age Breakdown: 19 years (1) 21 years (1) 22 years (1)
~Move acewr it o - 2 RIS {ph@vmT AT =
Sl was ::\ ' l'Sl "{ pN‘AZQy' x 9::\\,&"'8 L ‘I\Ox’ 5 s
fedner onne. [Wvegien o duc nom g _\A/’l, \ P
B o by =
7--_4-0. ‘ w! ‘UM B oo é\ w/;,.« ,,auf / NN Pros
0T s e W e ()
\WE 2> e i S BT,
y /174&11153 . (\J\(o oot \ / — G lisben to rHON
/ Slavh — R . (] | [coutel Be madany | dake vseions
wm \ N\'\'\“M\ An&‘&" o bl be i [BERATG | b
|&= \ - o e Store & Secu
\\ {\,‘.'»p a_‘}y e W d‘m‘_‘. 1’;‘* = w? | m?? =
B \ .;.*”( - ‘N.}/ o e ra o< i o
\ s G U3 & Ry Sty
Tenyls \ ¥ ’A‘I“"“.”’ e Hare qosd)
v | =
P

N 1P
\ 0.0 rr"')s o el

\ Mbim S Loglor thuy (oo k- hom
& \'\9_, - Portehle oA aubines

Tt Polle on oy | e rmvclattaf M( p,{/lu Cotng.

o you hadhS
L v
boic | gt el | A0 : /
‘ hagked ot ¢dUdivn
""z 1 clab-now dafec
-5lop beirg inSldvg y e
Yollt wédfsorens | Sloryel
) e . [ b

OFFICIAL Page 7 of 12



OFFICIAL

Group 2 - Dundee Youth Council - What did young people tell us?

Categorised Data:

1. What are the positives of Police Scotland potentially using some of these new
technologies?

Increased Accuracy and Reliability (1) Crime Prevention and Detection (4)
Increased Feelings of Personal Safety (1) Tracking or Identifying Individuals (1)

Young people suggested that this technology could help to reduce crime and support the
investigation and solving of crimes.

2. Do you have any concerns about Police Scotland potentially using any of these new
technologies?

Bias and Discrimination (1) Data Accuracy — untested, dark environments (2)
Data Security — leaks/hackers (4) Data Use and Sharing — data being sold on (1)
Environmental Impact — data storage (1) Ethical Considerations —is it right? (1)

Misuse of Data/Technology (1) Perceptions of Safety — not improved by CCTV (1)

Invasion of Privacy (2)

Young people expressed significant concern about how this data would be stored and the risk of
it being hacked. Depending on what technology is used and how it is applied, there is concern
that this could amount to an invasion of personal privacy. There are also concerns about
implementing technology before it has been properly tested. In addition, the potential for
algorithmic bias was highlighted in relation to racial discrimination, with reference made to
known issues within existing Al, facial recognition, and CCTV systems.

3. How might the problems you identified be fixed or prevented?

Cybersecurity and System Protection (3) Data Retention — delete unnecessary data (4)
Minimise Environmental Impact (1) Tackle Institutional Racism and Discrimination (1)
Slow Pace of Implementation (1) Public Education and Awareness (2)

Up-To-Date Technology (1) Training and Resources for Staff (1)

Transparency around Data Use (1)

Young people advocated for a proactive use of ethical hackers to test technology before itis
deployed publicly. It was also emphasised that data should not be retained for longer than
necessary, and that a clear default retention period should be established. Transparency was
seen as important regarding what information is collected and how it is used. It was further
suggested that new technology should be introduced gradually, enabling early identification and
resolution of issues while giving the public time to understand and engage with its development.
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Group 3 -Tayside PSYV (Dundee East End):

Session overview:

The session ran very well and generated valuable discussion. It was notable that young
people engaged with the topic very openly, particularly when given opportunities to ask
their own questions. Although the young people were initially quieter at the start of the
workshop, it became clear that they were willing to engage with the topic when given the
opportunity, particularly as ideas were explored and the discussion developed.

Total Participants: 16 Male: 5 Female: 11
Age Breakdown: 13 years (2) 14 years (2) 15 years (5)
16 years (6) 17 years (1)
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Group 3 -Tayside PSYV (Dundee East End):

Categorised Data:

1. What are the positives of Police Scotland potentially using some of these new
technologies?

Accuracy and Reliability (4) Cost Effectiveness (3)
Crime Prevention and Detection (4) Increase Data Security (1)
Speed and Efficiency (6) Tracking or Identifying Individuals (6)

Young people felt that this technology could help to find missing people and support the police
in solving crimes. There was strong agreement that the use of biometric data could make
processes quicker and easier, alongside a general view that biometric methods are usually
reliable and useful. Some young people also highlighted the potential for biometric data to help
prevent false arrests.

2. Do you have any concerns about Police Scotland potentially using any of these new
technologies?

Data Security — leaks/hackers (3) Access to Personal Info — who can access? (1)
Data Use and Sharing — data sold on (1) Data Volume and Storage — uses a lot of data (1)
Environmental Impact — water use & Al (1) Over-Reliance on Technology - loss of skills (1)
Technology Reliability — can go wrong (2) Risk of Misidentification — false accusations (1)
Use of Artificial Intelligence (1) Testing and Evidence Base — new technology (1)

Young people raised a wide range of concerns. A key issue was the possibility of data being
leaked, stolen, or becoming accessible to the public. Some also commented that new
technology can be unreliable and that things may go wrong. It was further noted that over-
reliance on technology could lead to a loss of important investigative skills over time, and that
the use of Al may result in mistakes.

3. How might the problems you identified be fixed or prevented?

Data Security and Storage — held securely (3) Human Review — cases are checked (1)
Opposition to Al Use (4) Public Consultation and Engagement (1)
Testing and Reliability (3) Transparency around Data Storage (1)
Trial Periods and Testing (1)

The largest proportion of feedback on solutions focused on avoiding the use of Al. Young people
felt it was essential that information was stored privately and securely on trustworthy servers.
The importance of thorough testing before any release was also emphasised. Young people
suggested a long trial period to assess the model’s accuracy and that cases should continue to
be reviewed by humans. One young person said that Police Scotland should seek public opinion
before collecting biometric data.
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Group 4 - Edinburgh PSYV:

Session overview:

The session ran well and young people engaged well in the conversation. Icebreaker
activities worked well at encouraging young people to get involved and voice their
opinion. The session was fun and interactive. Young people provided valuable input and
suggestions on the draft Joint Biometrics Strategy and future engagement.

Total Participants: 12 Male: 3 Female: 9
Age Breakdown: 13 years (1) 14 years (3) 15 years (5)
16 years (2) 17 years (1)
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Group 4 - Edinburgh PSYV - What did the young people tell us?

Categorised Data:

1. What are the positives of Police Scotland potentially using some of these new
technologies?

Accuracy and Reliability — fewer mistakes (4) Crime Prevention and Detection —Face ID (2)
Speed and Efficiency - identify quicker (1) Tracking or Identifying Individuals (5)

Young people agreed that the primary benefit of using biometric data would be to help track or
identify individuals through fingerprints and facial recognition, particularly in relation to known
offenders. It was suggested that this technology could offer greater accuracy and reduce
mistakes.

2. Do you have any concerns about Police Scotland potentially using any of these new
technologies?

Accuracy and Reliability - identification (2) Cost Effectiveness - expensive (1)

Data Security — leaks/hackers (3) Human Error (2)
Identity Theft (1) Invasion of Privacy (2)
Over-Reliance on Technology (1) Risk of Misidentification (1)

Young people were concerned about where data would be stored and the possibility of
databases being accessed by hackers. Concerns were also raised about the system’s reliability,
particularly regarding identical siblings and individuals who look alike. The potential for human
error in the system’s management, as well as the risk of algorithmic error, was also highlighted.
In addition, some felt that the use of this technology could result in a loss of personal privacy.
Over-reliance on technology was again noted as a concern, and one young person expressed
the view that biometric data could be used or hacked to steal someone’s identity.

3. How might the problems you identified be fixed or prevented?

Accuracy and Reliability (2) Contingency Planning for Facial Recognition (1)
Cybersecurity and System Protection (1) Image Quality — clear/high quality (1)

Prevent Over-Reliance on Technology (1) Public Consultation and Engagement (1)

Public Education and Awareness (1) Testing and Review (2)

Ensuring data accuracy was highlighted as important, particularly the need not to rely solely on
biometric data when identifying an individual and to maximise system accuracy before
implementation. It was also noted that security teams responsible for these systems should be
highly trained. Young people emphasised the importance of not depending entirely on
technology and of having contingency plans in place should systems such as facial recognition
fail. The need to thoroughly check the system, especially prior to release, was also stressed. In
addition, it was suggested that the public should be properly engaged in order to build
understanding and support.
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Foreword from T/Deputy Chief Constable Stuart
Houston, Police Scotland

As we look to the future the Police Scotland Joint Biometrics Strategy plays a vital role
in delivering our 2030 vision for policing in Scotland , Safer Communities, Less Crime,
Supported Victims and a Thriving Workforce. Biometric technologies, when deployed
responsibly, offer transformative opportunities for modern policing. From enhancing
investigative capabilities to improving the speed and accuracy of identification, these
tools are already supporting the vital work of officers and forensic services across
Scotland.

However, with great capability comes great responsibility. This strategy is built on the
firm foundation of Scotland’s commitment to human rights, ethical oversight, and
transparency. Our strategic objectives closely align to the Scottish Biometrics
Commissioner’s own strategic priorities, as outlined in his published Strategic Plan
2025-29ensuring our use of biometric data is proportionate, lawful, and accountable.
We are committed to regulatory compliance at every level and to fostering
organisational awareness about the responsibilities and standards that govern
biometric use. Maximising the benefits of technology requires more than investment
in tools — it demands that we build and maintain the public’s trust and confidence.
This means placing privacy, equity, and fairness at the centre of everything we do. Our
work with Forensic Services and regulatory partners ensures that biometric
applications are grounded in scientific rigour, legal integrity, and operational necessity.

As we move toward 2030, this strategy will help guide how we responsibly and
effectively use biometrics to prevent harm, protect the vulnerable, and build a Scotland
where everyone feels safe and secure.
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Foreword from Fiona Douglas, Director of Forensic
Services

The Director of Forensic Services SPA reports to the Chair of the Scottish Police
Authority. The SPA Forensic Services Committee, established in October 2018 by the
Scottish Police Authority, provides oversight and scrutiny for the work of Forensic
Services. One of the four Forensic Services strategic outcomes is that we work
collaboratively with Police Scotland and other partners to serve the needs of the public
and criminal justice in Scotland.

Our landscape is a rapidly changing and shifting environment where we are
increasingly seeing new developments in both technology and science. Our other
three strategic outcomes align and reference our people, services and resilience to
future challenges.

Forensic Services strategic outcomes are the pillar of our organisation, and we are
cognisant that our current, and any future, processes have biometric and information
data compliance as a cornerstone to everything we do. The majority of the processes
conducted by Forensic Services are accredited to UKAS ISO 17025 which provides
independent assurance for the technical competency, high standard of quality and
impartiality of our processes provided to the Criminal Justice System.

By working with our Partners and the Scottish Biometrics Commissioner we will
endeavour to be open, honest and transparent to ensure public trust and confidence
in the use of biometrics, upholding individuals’ rights while maintaining law and order
to keep the public of Scotland safe.
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Executive Summary

The responsible and ethical use of biometric data is a key priority for both Police
Scotland and Scottish Police Authority Forensic Services as we seek to maximise
public safety, while maintaining public trust and confidence within our communities.
The strategy has a clear vision for the future strengthening of policing with new
technologies; however, their use must be underpinned by clear principles of legality,
necessity, proportionality and transparency. Advances in biometric technology,
including DNA, fingerprints and facial matching offer significant opportunities to
prevent and detect crime more efficiently. Other biometric data i.e. from CCTV
recordings, Body Worn Video, Video ldentification Parade Electronic Recording
(VIPER), drones, digital forensics, recovered evidence (including the Digital Evidence
Sharing Capability - DESC) will be governed to the same standard.

This strategy defines Police Scotland and Scottish Police Authority Forensic Services’
approach to the collection, retention and use of biometric data to ensure compliance
with legal and regulatory frameworks, including the Scottish Biometrics
Commissioner’s Code of Practice. Significant progress has been made, and this
strategy is intended to complement and support Police Scotland’s Policing 2030 vision,
the Joint Strategy for Policing (2023/26) and the Scottish Police Authority’s Forensic
Services Strategy. The strategy outlines future measures to strengthen governance,
enhance engagement, improve oversight and ensure biometric technologies are
deployed in a way that respects individual rights and privacy. This strategy covers
both physical biometric samples as well as the data derived therefrom.

By working with key stakeholders, such as the Scottish Biometrics Commissioner,
Information Commissioners Office and Scottish Government there is assurance of
independent scrutiny and our clear commitment to best practice. Working jointly, we
will continue to lead in the responsible and strengthened use of biometric data to
support public protection and justice. We will use an open approach, seeking views
and engagement from partners to inform and adapt the strategic roadmap with regular
reviews auditable at executive level. Full access and transparency are assured for
any external audit/auditor to maximise the potential for any unrecognised risks to be
identified and to provide confidence both internally and externally to evidence
compliance. Any recommendations for improvement may require prioritisation due to
resource and financial challenges across both organisations. Equally future
developments with technological advancements, such as Live Facial Recognition, and

5
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Plan on a page

Joint Biometrics Strategic Plan

Vision
To collect and use biometric data in policing in an ethical, lawful, effective and
transparent manner to protect the public and ensure public trust and confidence.

Aim
e Drive change through continuous improvement, regulatory assurance and
improving organisational awareness.
e Ensure horizon scanning to maximise our responsible use of biometric data and
technological advances to keep our communities safe from harm whilst

maintaining or enhancing public trust and confidence in the legitimacy of our
approach.

Strategic Outcomes

Regulatory Compliance

Ensure compliance with legal requirements and policy principles to mitigate risk and
maintain organisational integrity

Organisational Awareness

Promote understanding and compliance with the Scottish Biometrics Commissioner’s
Code of Practice to ensure lawful, ethical and effective practice

Safer Communities through Ethical Use of Technology

Leverage advancing technology to enhance public safety, support pro-active law
enforcement and increase efficiency

Public Trust and Confidence

Ensure the public understand the need for biometric data, how it is retained, used and
weeded from our systems
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Policy and Legal Framework

Police Scotland and Scottish Police Authority Forensic Services will collect, use and
retain biometric data for use in law enforcement to keep the public of Scotland safe
from harm. In addition to the Scottish Biometrics Commissioner’s Code of Practice,
specific statutory legislation exists providing Police Scotland the authority to take, use
and retain fingerprints and DNA data and physical samples from arrested persons,
registered sex offenders and volunteers.

Where there are gaps in legislation, or where legislation is silent, samples and data
are managed as per Police Scotland and Scottish Police Authority Forensic Services
policy. There is a lack of primary legislation underpinning the acquisition, retention,
sharing, use and weeding of facial images, however Scottish Government have
committed to reviewing this in the future in line with the increasing availability of facial
matching technologies.

There is awareness of human rights obligations and the broader impact of any wider
UK or EU rulings. Under UK Data Protection law, biometric data is defined as ‘special
category data’ due to its extremely sensitive nature and the important privacy, ethical
and human rights considerations arising from its processing.

All biometric data will be legally held and controlled according to relevant legislation:

e Scottish Biometrics Commissioner Act 2020

e Scottish Biometrics Commissioner Code of Practice - November 2022

e Custody & Registered Sex Offenders Samples & Data (Section 18-19C) -
Criminal Procedure (Scotland) Act 1995

e Volunteer Samples & Data (Section 56) - Criminal Justice (Scotland) Act 2003

e Data Protection - Data Protection Act 2018

e ECHR Gaughran Ruling (No indefinite retention without periodic review) -
GAUGHRAN v. THE UNITED KINGDOM (UK)

e UK General Data Protection Regulation (UK GDPR)

e Age of Criminal Responsibility (Scotland) Act 2019 (Part 4, Chapter 4)
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https://www.legislation.gov.uk/asp/2020/8/contents
https://www.biometricscommissioner.scot/media/5y0dmsq3/biometrics-code-of-practice.pdf
https://www.legislation.gov.uk/ukpga/1995/46/part/II/crossheading/prints-and-samples
https://www.legislation.gov.uk/asp/2003/7/section/56
https://www.legislation.gov.uk/ukpga/2018/12/contents/enacted
https://hudoc.echr.coe.int/fre#%7B%22itemid%22:%5B%22001-200817%22%5D%7D
https://www.legislation.gov.uk/eur/2016/679/contents
https://www.legislation.gov.uk/asp/2019/7/part/4/chapter/4
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Our Rights Based Approach

Police Scotland and Scottish Police Authority Forensic Services are committed to
ensuring that any new technology, or new use of existing technology, which processes
Biometric data is assessed through the Rights Based Pathway (RBP). The RBP
provides a structured, end to end process for considering the potential benefits, risks
and impacts of a technology, ensuring that its use meets ethical standards such as
fairness, necessity, and proportionality.

Transparency and public confidence are key elements of the RBP. It provides a formal
route for public and stakeholder engagement, the nature and extent of which is
determined by factors such as the proposed use and effectiveness of the technology,
the data processed, its potential impact on individuals and communities, and the level
of public interest. This supports compliance with relevant legislation and promotes
consistency in decision-making across biometric technologies.

Through this approach, Police Scotland and Scottish Police Authority Forensic
Services seeks to ensure that biometric technologies are adopted responsibly, with
clear operational benefits, appropriate safeguards and due regard to individual rights
and freedoms.

Engagement

The RBP supports early and sustained stakeholder engagement and helps determine
whether further scrutiny is required and, where appropriate, the most suitable
approach. Depending on the circumstances, this may involve engagement with
community and representative groups, internal and external oversight bodies,
advocacy organisations, academic experts, and members of the public. Engagement
activities may be undertaken through consultation events, workshops, surveys, focus
groups, or formal public consultation.

No Further Scrutiny Required
Change Project l
" External Scrutiny
- Intemal Scrutiny Govemance
Data Ethics Triage Consultation / (Data Ethics (Indepenc!ent Boards / Senior e dep_loyment
Engagement _ Data Ethics Review
Oversight Group) Owner
Group)
Non-Change
Project Further Scrutiny Required
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The Use of Biometrics in Policing

Biometric data is integral to policing, to uphold the law, prevent crime and disorder,
protect and reassure communities in the investigation of crime and support the criminal
Justice system for the public of Scotland.

Biometric data is used to verify the identity of a person, to assist in eliminating a person
as a suspect, to identify the source of evidence as part of a criminal investigation and
to establish links across offences. Biometric data is information derived from an
individual’s unique physiological or genetic characteristics, such as their face,
fingerprints or DNA, and may also include behavioural characteristics. It can be used
to help identify an individual or confirm their identity.

Section 34 of Scottish Biometric Commissioners Act 2000 provides a definition of
biometric data and samples used for policing purposes in Scotland.

“Information about an individual’'s physical, biological, physiological, or behavioural
characteristics which is capable of being used, on its own or in combination with other
information to establish the identity of an individual........ Physical data comprising or
derived from a print or impression of or taken from an individual’s body, a photograph
or other recording of an individual’s body or any part of an individual’s body, Samples
of or taken from any part of an individual’s body from which information can be derived,
and Information derived from such samples.”

10
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DNA

Acquisition

Taken from arrested persons, Registered Sex Offenders (RSOs), volunteers and
complainers to determine their DNA profile for use as part of a criminal investigation
and/or proceedings. Samples from staff, Police Officers and other laboratory visitors
are also taken to ensure that inadvertent contamination events are robustly
investigated to ensure the integrity of the casework result.

Use

For comparison to DNA data derived from materials left at crime scenes and other
subject DNA data, to support the investigation of non-crime related incidents such as
deceased or missing persons. Prior to results being used robust checks are
undertaken to establish it meets the legal framework and retention rules.

Retention

Arrestee DNA profiles are routinely stored and shared locally, nationally and
internationally with specific EU member states. Other DNA profiles are shared
nationally or internationally if there is a justifiable policing purpose. The main conduits
for DNA data retention are the Scottish DNA Database, owned by Scottish Police
Authority Forensics Services, the UK National DNA Database owned and operated by
the Home Office Forensic Information Databases and the Trade Cooperation
Agreement EU Member Sharing DNA Database overseen by the Metropolitan Police.

Images

Acquisition

Captured from arrested persons, Registered Sex Offenders (RSO), volunteers and
complainers for use as part of a criminal investigation and/or proceedings. Images are
also captured by Scottish Police Authority Forensic Services Scene Examiners during
their scene duties, when taking injury photographs (from injured parties; both
complainers and suspects) or at the mortuary when taking photographs of a deceased
person.

11
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Use

For policing identification, including via facial matching, CCTV, identification parades,
digital forensics purposes (e.g. mobile phones, ring doorbells, personal CCTV /
security footage, dash-cams, etc.). Prior to results being used robust checks are
undertaken to establish it meets the legal framework and retention rules.

Retention

Routinely stored and shared locally and nationally. If there is genuine and justifiable
policing purpose it can be shared internationally. The main conduits for image
retention are the Forensic Services Image Management System, Police Scotland
Scottish Criminal History System and UK Police National Database owned and
operated by the Home Office.

Fingerprints

Acquisition

Taken from arrested persons, Registered Sex Offenders (RSO), volunteers and
complainers for use as part of a criminal investigation and/or proceedings. Elimination
prints are sought from all Police Officers and staff who have cause to handle evidence
to ensure the integrity of any identification. Immigration prints are taken as required.

Use

For comparison to fingerprint data derived from marks left at crime scenes and other
subject fingerprint data, to support the investigation of non-crime related incidents
such as disaster victim identification or missing persons. Prior to results being used
robust checks are undertaken to establish it meets the legal framework and retention

rules.

12
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Retention

Routinely stored and shared locally and nationally. If there is genuine and justifiable
policing purpose it can be shared internationally. The main conduit for fingerprint data
retention is the UK National Fingerprint Database which also facilitates Trade
Cooperation Agreement EU Member Sharing, owned and operated by the Home
Office Forensic Information Databases.

Biometric weeding

All data and physical samples stored in biometric databases are destroyed in
accordance with legislative and policy requirements. Both Police Scotland and
Scottish Police Authority Forensic Services have embedded extensive governance

activities to ensure compliance in this space.

13
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Facial Matching

Facial matching technology refers to systems that compare facial images to determine
whether an individual is known to law enforcement or matches a person of interest.
Police Scotland’s approach to facial matching technologies is founded on a rights-
based framework that seeks to balance public safety and investigative benefits within
legal compliance, ethical considerations, transparency and public confidence.

Any future use of facial recognition technology would require robust governance,
oversight, accountability arrangements, and appropriate safeguards to ensure that its
deployment remains lawful, necessary, and proportionate within both the Scottish and
wider UK legal and regulatory frameworks. Although the underlying technology is
broadly similar, facial recognition encompasses a number of distinct facial matching
applications, each with its own operational purpose and governance considerations.

Live Facial Recognition (LFR)

Live Facial Recognition uses cameras to capture facial images in real time and
compare them against a pre-defined watchlist. Alerts are generated when the system
identifies a potential match, which is subject to human review before any action is
taken. LFR is primarily used to locate wanted persons, identify individuals who may
pose a risk to public safety or assist with missing persons.

Police Scotland does not currently operate Live Facial Recognition. Work is ongoing
to assess the potential benefits, risks, legal considerations and governance
requirements associated with the technology as part of the Rights Based Pathway.

Retrospective Facial Matching (RFM)

Retrospective Facial Matching compares a facial image obtained during an
investigation, such as a CCTV still, against a database of custody images. Unlike LFR,
it is not conducted in real time and is used as an investigative tool to generate leads.
Any potential match requires human verification and corroboration by investigators.

Police Scotland is working closely with the Home Office on future engagement with its
next-generation RFR Web Portal which incorporates updated algorithms and
independent testing undertaken to assess accuracy and demographic performance.

14
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Work is ongoing to secure the necessary governance and approvals before any
operational use is considered.

Officer Initiated Facial Recognition (OIFR)

OIFR provides officers with the ability to conduct an immediate facial search in support
of frontline policing activity. Unlike RFR, which is generally used as part of a wider
investigation, OIFR is intended to assist officers in real-time encounters where an
individual is suspected of being wanted by the police and is believed to be providing
false identity details.

Police Scotland does not currently operate an OIFR capability. Any future
consideration of such technology would require appropriate legal, ethical, and
governance frameworks, together with clear operational guidance and oversight
through the Rights Based Pathway.

15
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Strategic Outcomes

1. Regulatory Compliance

Objective: We aim to ensure compliance with biometric regulations and to
maintain the integrity of our operations. Adhering to the principles set out
by the Code of Practice ensures that the collection, retention and use of
biometric data — such as fingerprints, DNA and facial images — are
necessary, conducted lawfully, ethically and proportionally safeguarding
an individual’s right to privacy.

We will:

e Improve retention policy where legislation is silent, including periodic review to
align with data protection requirements.

e Consider aligning image retention, as closely as possible, to DNA and Fingerprints
taken for the same arrest incident.

e Review the requirement to maintain and use > 1.1 million hard copy fingerprint
records in addition to electronic held records (Risk -v- benefit -v- cost analysis)

e Seek technical solutions for biometrics systems with limited/lacking weeding
capacity.

e Seek technical solutions for biometrics systems with limited audit and logging
facilities.

e Review and improve the end-to-end management of volunteer data and samples,
including consent recording and sharing protocols.

e Comply with the data-sharing requirements of international policing, including the
upcoming new provisions under Prum 2.

e Consider how internal audit resources can support assurance and oversight of
biometric technology and processes

16

OFFICIAL



OFFICIAL

2. Organisational Awareness

Objective: We aim to embed regulatory requirements into operational
policy, guidance and procedures, and to provide ongoing training to staff,
demonstrating our commitment to responsible data management and
adherence to the highest standards of human rights and ethical policing.

We will:

¢ |dentify opportunities for bespoke biometric training for police officers
and relevant staff, developing enhanced role specific training for relevant business
areas.

e Increase awareness of Scottish Biometrics Commissioner Code of Practice
obligations across both organisations.

e Enhance officer and staff understanding of biometric data and capabilities,
including distinctions, legislative frameworks, governance requirements and ethical
considerations.

e Refresh and maintain the contents of the joint Biometrics Acquisition (DNA,
Fingerprints and Facial Images) Standard Operating Procedure.

e Develop national biometrics guidance documentation to complement existing
operating instructions.

e Consider dedicated biometric intranet pages, or hubs, to streamline information
and support for officers and staff.

17
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3.Safer Communities through Ethical use of
Technology

Objective:

We aim to leverage advancing biometric technology to enhance public
safety, improve investigative capabilities and ensure the effective
administration of justice.

As crime becomes increasingly complex and technologically
sophisticated, the use of biometric tools is essential in delivering accurate
and timely results. Maximising these technologies allows us to provide
biometric matches more efficiently.

However, the adoption of biometric technology must be balanced with
ethical considerations, legal compliance and public trust. By investing in
advancing biometric solutions, while ensuring transparency and
accountability, we can strengthen its operational effectiveness and uphold
the rights and privacy of the communities it serves.

We will:

e Progress national conversations and considerations in respect of advancing facial
matching capabilities.

e Improve the quality of images captured in custody to support emerging facial
matching technologies. As a consequence of new technologies review the weeding
and retention as appropriate.

e Explore how advances in DNA technology could support investigations.

e As existing DNA technology is renewed, explore opportunities to improve the
efficiency and effectiveness of forensic DNA analysis through enhanced
automation.

e Improve fingerprint processes through the development of a paperless approach
and assess opportunities to introduce new technologies, such as digital workflows,
where processes can be streamlined and efficiency improved.

18

OFFICIAL



OFFICIAL

Engage with UK forces and international law enforcement agencies to identify
opportunities for wider sharing and use of multi-agency biometric technology.
Improve Scottish biometric platforms, reviewing opportunities for automated
weeding of data and interfaces with other UK biometric databases.

Improve data availability and quality levels of biometric data to ensure maximum
benefit (Risk -v- benefit -v- cost analysis).

Over the next 5-10 years, Police Scotland and Scottish Police Authority Forensics
Service (in line with the SPA Forensic Services Research Development and
Innovations Strategy) aspire to leverage advances in biometric and artificial
intelligence technologies, including FP, DNA, and Facial Matching, to enhance
public safety, improve investigative capability, and support the delivery of modern
policing.

19
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4. Public Trust and Confidence

Objective:

We aim to enhance public trust and confidence in the use of biometrics
and are committed to transparency, accountability, and proportionality
being embedded in all biometric data practices. This includes clear
articulation of policy, retention periods, legal frameworks, ethical
standards, and addressing public concerns.

Regular publication of statistics on biometric data use, retention, and
deletion will provide reassurance that data is handled responsibly.

Engaging with stakeholders, including the Scottish Biometrics
Commissioner, human rights groups and the public will foster a
collaborative approach to policy development. Additionally, independent
oversight and robust governance measures will strengthen our
commitment to best practice. We will communicate clearly about what
these measures are and how the public and stakeholders can find
information.

We will:

e Consider requirement to utilise our in-house Research and Insight team to design
public consultation and engagement when relevant in respect of biometric data or
new technology.

e Utilise the findings from the Independent Advisory Group on Emergency

Technology in Policing report, ensuring that the implementation of any new

biometric technology use is aligned to these recommendations.

¢ Review improvements to existing quarterly published biometrics information.

¢ Introduce a joint Biometrics Annual Report to provide more detailed information not
routinely reported.

e Compile and detail joint responsibilities across the acquisition, retention, sharing,
use and weeding of biometrics, locally, nationally and internationally.

20
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https://www.gov.scot/groups/independent-advisory-group-on-emerging-technologies-in-policing/#:%7E:text=The%20purpose%20of%20the%20IAG%20is%20to%20ensure,group%20published%20their%20final%20report%20in%20February%202023.
https://www.gov.scot/groups/independent-advisory-group-on-emerging-technologies-in-policing/#:%7E:text=The%20purpose%20of%20the%20IAG%20is%20to%20ensure,group%20published%20their%20final%20report%20in%20February%202023.
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Seek technical solutions for biometrics systems with limited / lacking management
information (statistical) reporting capabilities, to gather more informative data.
Review the Biometrics Leaflet provided to the public which will inform the creation
of similar leaflet for volunteers / complainers.

Improve publicly available information in relation to biometrics retention periods
applied by either organisation.

Support external scrutiny assessments, and where relevant, comply with external
scrutiny recommendations.

21
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Governance & Accountability

Governance and accountability are the responsibility of the Chief Constable and the
Director of Forensic Services. Both Police Scotland and Scottish Police Authority
Forensic Services have embedded a biometrics governance and accountability
structure within their senior leadership team.

The Assistant Chief Constable for Major Crime, Public Protection and Local Crime is
the Police Scotland Biometric Data Owner. Police Scotland have introduced a
dedicated biometrics portfolio to promote best practice, co-ordinate audit and
recommendation activity, oversee data governance and quality assurance activity,
whilst providing subject matter advice and support to officers, staff and stakeholders.

SPA Forensic Services have senior managers and subject experts as part of a
strategic and tactical approach to promote and support governance activity across
biometric data and systems. Scottish Police Authority Forensic Services are seeking
to review the use of current internal auditing resource to potentially supplement any
external audit plan. This will strengthen the audit program to ensure effective
compliance with legislation and the Biometric Commissioner’s expectations.

Biometric Risk Registers have been established within both organisations. These are
reviewed separately, and jointly, at regular intervals by the portfolio holders and subject
experts including Audit and Risk Leads and Information Security Management. This
provides assurance that emerging risks are captured and assessed together with
established risks to minimise, monitor and control the probability of those risks

occurring.

Full access and transparency are assured for any internal or external audit to
maximise the potential for any emerging risks to be identified and considered within
the risk register process.

The Police Scotland Biometrics Oversight Board, with members from SPA, Forensic
Services, the Scottish Biometrics Commissioner’s office and Scottish Government,
governs the strategic oversight, decision making and risk management in respect of
biometric data and samples. Strategic priorities and external scrutiny
recommendation progress is monitored and measured at this Board and other
executive committees, including the public Scottish Police Authority Policing and
Performance Committee.

22
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New proposals for data-driven technologies are subject to a robust review under the
Rights Based Pathway, which ensures proposals are reviewed with an ethical lens,
and where appropriate escalated for additional scrutiny and mandatory consultation.
Where relevant, proposals are escalated to the Data Ethics Oversight Group providing
a further level of audit and assurance encompassing ethical considerations.

To ensure a joined-up approach to data flow between police investigations and
forensic scientific expertise, meeting the needs of our criminal justice partners locally,
across the UK and internationally, Police Scotland and Scottish Police Authority
Forensic Services work closely with stakeholders such as the Home Office, NPCC and
NCA via established partnership boards. This provides confidence that Scottish data
being used by other Law Enforcement Agencies, meet the standards and lawful
requirements under Scottish law and policing policy.

23
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Useful Resources

*

Police Scotland 2030 vision for Policing

Our 2030 vision and three-year plan

Police Scotland PS Records Retention SOP which includes Custody Biometric Retention
Periods

Standard Operating Procedures P-S - Police Scotland

Police Scotland information pages, including how we manage biometric data & samples,
custody biometrics management information, as well as wider data rights

www.scotland.police.uk/access-to-information/biometrics/

Your Rights - Police Scotland

SPA Forensic Services website

Forensic Services | Scottish Police Authority

Forensic Services Strategy for 2025-2030

https://www.spa.police.uk/spa-media/vohdf4d4/forensic-services-strategy-2025-
2030.pdf

Forensic Services Research Development and Innovation Strategy 2026-2030

Forensic Services Research Development and Innovation Strategy 2026-2030 | Scottish
Police Authority

Scottish Biometrics Commissioner website which includes access to their codes of
practice

www.biometricscommissioner.scot

Scottish Government — Independent review — Independent advisory group on new and
emerging technologies in policing

Independent Advisory Group on New and Emerging Technologies - Final Report

Information Commissioner’s Office website

https://ico.org.uk/

24
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http://www.scotland.police.uk/about-us/how-we-do-it/our-2030-vision-and-three-year-plan/
https://www.scotland.police.uk/access-to-information/policies-and-procedures/standard-operating-procedures/standard-operating-procedures-p-s/
http://www.scotland.police.uk/access-to-information/biometrics/
https://www.scotland.police.uk/access-to-information/data-protection/your-rights/
https://www.spa.police.uk/what-we-do/forensic-services
https://www.spa.police.uk/spa-media/vohdf4d4/forensic-services-strategy-2025-2030.pdf
https://www.spa.police.uk/spa-media/vohdf4d4/forensic-services-strategy-2025-2030.pdf
https://www.spa.police.uk/publication-library/forensic-services-research-development-and-innovation-strategy-2026-2030/
https://www.spa.police.uk/publication-library/forensic-services-research-development-and-innovation-strategy-2026-2030/
http://www.biometricscommissioner.scot/
https://www.gov.scot/binaries/content/documents/govscot/publications/independent-report/2023/02/independent-review-independent-advisory-group-new-emerging-technologies-policing-final-report/documents/independent-review-independent-advisory-group-new-emerging-technologies-policing-final-report/independent-review-independent-advisory-group-new-emerging-technologies-policing-final-report/govscot%3Adocument/independent-review-independent-advisory-group-new-emerging-technologies-policing-final-report.pdf
https://ico.org.uk/
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